SddextuBHasI KynbTypa 6€30IACHOCT U BHIMAaHIE K 0e30IacHO-

CTM Ha aKIMAX He II03BOJIFIOT PEeIIPeCcCUBHBIM CTPYKTypaM y3HaTb
He TOJIBKO O Halllell KOHKPETHOI HeJIETaJIbHOM NEeATEIbHOCTH, HO

¥ O Halllel >KM3HU, B3AMMOOTHOILIEHUIX, CXeMaxX IIEPENBUIIKEHUIA

I TaK galiee. OTu 3HAHUSA SIBITIOTCI OTPOMHBIM IIPEVIMYIITECTBOM

npu 0T6ope IIOOO3PEBAEMBIX U BENEHNN LIEJIEHAIIPABJIEHHOI'O Ha-

6JIIOJICHI/I$I. B aTo0i1 craThe MBI paccCMOTpUM HECKOJIBKO CTpaTeI‘I/If/l,

KakK Y6I/ITI> IIOJIULEVICKOTO B BaIllEM KapMaHEe€.
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AnarSec 310 pecypc KOTOPBIII IIPU3BAH [IOMOUb aHAPXVCTAM OpU-
€HTHPOBATHCS BO BPXXeOHOM MUpe TEXHOIOTUIT — IT0J00pKa
roco6uii mo obecrieueHNo UUPPOBOIL GE30TACHOCT M AHOHUM-
HOCTH, a TaK)Ke II0 IIPOBEEHNI0 XaKePCKMX aTak. Bee mocobms
OOCTYIIHBI B BUfie OYKIIETOB, YTOOBI X MOXKHO OBLIO paclieyaTaTh
7 OYOYT IIOCTOSTHHO OGHOBIISTHCA.

3awumra

Tails

« Tails for Anarchists
« Tails Best Practices

Qubes OS
« Qubes OS for Anarchists
TenegoHsbi

« M36aBbcA OT IIIMIOHA B TBOEM KapMaHe
« GrapheneOS for Anarchists

O6Lme sonpocsi

+ Linux Essentials
« Remove Identifying Metadata From Files

Encrypted Messaging for Anarchists
« Make Your Electronics Tamper-Evident

HanaaeHue

Ckopo oxcudaemcst
Ita Bepcus 3uHa ObLIA ITOCIIEeHNUIT pa3 00HOBIeHA 2024-04-23.

3arinure Ha caiT anarsec.guide/ru u ocMoTpure, HeT Ju 6ojee
MO30HUX peIaKIMil.

Cumeon T 03HauUaeT, YTO STOT TEPMUH €CTh B cioBape. Ai ferri
corti.
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SddexTuBHadg KynpTypa Oe3omacHoOCTI' U BHUMaHIe K Ge3omac-
HOCTM Ha aKIMAX He IT03BOJIAIOT PEIIPeCcCUBHBIM CTPYKTypaM
Y3HATh He TOJIBKO O HAaIlle)l KOHKPETHOI HeJIETAJIbHO HedTeNb-
HOCTI, HO M O Halllel )KU3HMY, B3aIMOOTHOIIEHUAX , CXeMax IIe-
PEeNBIDKEHNS U TaK Jgayiee. TV 3HAHUA ABIAIOTCI OTPOMHBIM IIpe-
JMYyIIeCTBOM IIpY 0TOOpe IT003peBaeMbIX ¥ BeJJeHIN IeJIeHa-
IIpaBJIEHHOTO HalIIofeHus. B 910l cTaThe MBI paCCMOTPUM
HECKOJIBKO CTpATernit, KaK yOUThb ITOIMUIIENICKOTO B BallleM Kap-
MaHe.

MecromnonokeHne Ballero TejaedoHa OTCIeKMBAETCSI IIOCTOSTHHO?,
U 9TM JaHHbIe COOMPAIOTCSI YaCTHBIMM KOMIIAHMSIMI, UTO ITI03BO-
JIeT MOJIMLMUY OOXOANUTh HeOOXOAMMOCTD IIOJyUeHNUs OpAepa.
Vnentuduxaropsl o6opygoBanus TenedoHa u MHGOPMAIUSI O
COeIMHEeHNN* PeTUCTPUPYIOTCI KasKIOI BBIIIKO COTOBOI CBSI3M,
K KOTOPOII MoAKII0YaeTcs Baul TeaedoH. Takue xakepcKiue cepBu-
cBl, Kak Pegasus®, mesaroT moJHyr0 KOMIIpoMeTannio TeledoHa
JocAaraeMoll Jaske JI MeCTHBIX IIPaBOOXPAHUTEJIBHBIX OPTaHOB
U SIBIIIIOTCS «zero-click», To ecTh He 3aBHUCAT OT Ha)KATUA Ha
CCBUIKY MJIM OTKPBITHA (paiiina mis B3noma tenedona. C mpyroit
CTOPOHBIL, ITOCJIe TOTO Kak 6ostee 30 IIOMKOroB B HEGOIIBIIIOM TO-
ponxke Bo PpaHINI OCTAINCh HEPACKPBITBIMI, CI€0BATeNN I10-
KJIOBAINCBH®, UTO «HEBO3MOXKHO MCIIOIb30BaTh AaHHbIe Teledo-
HOB JUIM PETMCTPAIIOHHbIe JaHHbIe aBTOMOOMIIENT, IIOTOMY UTO
oHnu paborarot 6e3 TeaedoHOB U aBTOMOOMITEI! »

B xome HeraBHell pelpecCUBHOM olepanuy’ IIPOTUB aHAPXIICTa
MONNLNSA B PEKIIME PEATbHOTO BpEMEHMN OTCIJIeKMBala Te0JIoKa-

'notrace.how/blog/a-base-to-stand-on/baza-na-kotoroi-mozhno-stoiat.html
*notrace.how/threat-library/techniques/network-mapping.html
*vice.com/en/article/m7vgkv/how-fbi-gets-phone-data-att-tmobile-verizon
*anonymousplanet.org/guide. html#your-imei-and-imsi-and-by-extension-

your-phone-number
*amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-

to-catch-nso-groups-pegasus/
¢actforfree.noblogs.org/post/2022/04/17/grenoblefrance-these-saboteurs-of-

the-ultra-left-have-been-elusive-for-five-years/
"notrace.how/resources/ru/#ivan



Tor «the King of high secure, low latency Internet anonymity»
with «no contenders for the throne in waiting». The Tor network
can be accessed through the Tor Browser on any operating system.
The Tails*® operating system forces every program to use the Tor
network when accessing the Internet.

For more information, see Tails for Anarchists®® and Privacy
Guides®’. To understand the limitations of Tor, see the Whonix
documentation®®.

Two-Factor Authentication (2FA)

Two-factor authentication (or «2FA») is a way for a user to
identify themselves to a service provider by requiring a
combination of two different authentication methods. These can be
something the user knows (such as a password or PIN) or
something the user has (such as a hardware token or mobile
phone).

VolIP (Voice over Internet Protocol)

Google Voice is a well-known and insecure VoIP service; this
technology routes your calls over the Internet (as Signal does)
instead of using standard cell tower transmission. Unlike Signal,
VoIP allows you to receive calls from anyone, not just other Signal
users. The advantage of using VoIP for calls over a data plan is that
you can create different numbers for different activities (one for
bills, one for signing up for a Signal account, etc.), and you never
need to turn off Airplane mode. The advantage of using a data
plan instead is that you can use it away from Wi-Fi, at the cost of
geolocation (i.e. it will be possible for your service provider and
possibly other parties to know where your device is at any given
time).

**anarsec.guide/glossary/#tails
*anarsec.guide/posts/tails/#tor
"privacyguides.org/en/advanced/tor-overview/
**whonix.org/wiki/Warning
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uuio daumn-renedoHa MOI03PEBAEMOTO 1 COCTABIUIIA CIIMCOK BCEX,
KOMY OH 3BOHIUL XOPOIILIO U3BECTHO, UTO TOJO0HAS CIIEKKA — He
PEIKOCTE, U BCE YK€ MHOTIE TOBAPUIIM HOCSIT € COBO MOOWIIB-
HbliT TenedoH, Kyga ObI OHM HU HOLLIN, VIV JeJIA0T He3amd-
pOBaHHBIE 3BOHKU JPYTUM aHAPXUCTAM.

MsI cunraeM, 4To 00€nX ITUX IPAKTUK cIexyeT n3berars. [laBaii-
Te He OymeM 00Jeruars paboTy IMOMMUIIUN U CIIELCITYKO, BpyUas
M Ha GIII0JEUKe C TOIyOOIl KAEMOUKOI HAIIYM COLMAbHBIE CETU
U VICTOpUIO TeosioKauuu. Eciiy BbI He BHIXOIVITE M3 OMa C Telle-
$oHOM, oMUY IPUIAETCS TPUOETHYTh K PU3UUECKOMY HaOIII0-
IeHNIO, UTOOBI OIPEIEIUTh Ballle MECTOHAXOXKAEHIE, UTO TPeOy-
€T 3HAUUTEIBHBIX PECYPCOB U MOKET ObITH OOHApykeHo. Eciu 3a
BaMI Oy/IeT yCTAaHOBJIEHO (U3NUECKOe HAOII0eHE, TO IIEPBBIM
IArOM CJIeJOBATEJISI CTAHET M3yU€eHIIEe BAIIero «IIpodus mepe-
IOBYDKEHMSI», & MICTOPIS T€0JIOKALINY Balllero TejeoHa Jaer mo-
IpoGHOE IpeCTaBIe e O BAIMX €KeIHEBHBIX MapIIPyTaX.

Hexoropsle aHapXMCTBI OTBEYAIOT Ha NMPOGIEeMBI cO cMapTdoHa-
MI TeM, UTO MUCIOJIB3YIOT I OOLIeHMs APYT C ApyroM imm-Te-
sedoHsI (0OBIUHBIE MOOMIIBHBIE TeJIe(OHBI, He CMapT(OHBI) NN
CTalMOHapHBIe Tesle(OHBI, HO 9TO He Jyulllee peureHue. Pimr-
TeJIe(pOHBI U CTALIVIOHAPHBIE TeJeOHbI He MOAAe P KIBAIOT (-
POBAHHYIO CBI3b!, I09TOMY IOCYyapCTBO y3HAET, KTO C KeM I O
yeM pasroBapuBaeT. OCHOBHas I[eJIb L{eJIeHAIIPABIEHHO CIIeKKI
— COCTaBUTD KapTy COLIMATBHOI CETH LeJIN, UTOObI BEISIBUTD APY-
rue nesn. EquHCTBeHHBI! cI0c0o6 136eKaTh Iepegaun 3T MH-
dopmarnuy HaIIMM BparaMm — MCIIOJIb30BaTh TOIBKO 3amndpo-
BaHHBIE cpefcTBa® Ui OOLIeHNS ¢ JPYyTUMI aHAPXUCTAMI C I10-
MOII[BIO TEXHOJIOTHIL.

Hopmannsanus IoCTOSHHOM CBA3K B JOMMHMPYIOIIeM 001ecTBe
IpuBeJIa K TOMY, UTO HEKOTOpbIe aHAPXMCThI IIPaBUJIBHO OTMeUa-
0T, UTO MeTaflaHHble’ Tere)OHHBIX PASTOBOPOB MOJIE3HBI IS
cinemgoBaTeseil. OGHAKO BBIBOJ, KOTOPHI HEKOTOpHIE NeJIaloT U3
STOJ MBICIN — UTO MBI JOJDKHBI « HUKOTOA He BBIKJIIOUATH TeJle-

*anarsec.guide/posts/e2ee/



¢don»’, — BeeT Hac B HeBepHOM HampasieHuu. Ilo nx jJoruxke, Ba-
1lIe B3aMMO/IETICTBIIE C TexXHOoIoruei Gpopmupyet 6a30By0 MO-
IeJb MeTaJaHHBIX, @ MOMEHTBI, OTKJIOHSIOIINECS OT 3TOit 6a30-
BOJI MOJEJIV, CTAHOBSTCS IIOJO3PUTEIbHBIMI, €CJIV OHYI COBIIafia-
10T C MOMEHTOM COBEpILIeHNS AeVICTBIA, KOTOPOe MOXKeT OBbITh UC-
II0JIb30BAHO CJIeOBATEIIMI IJIsl BBISIBIEHMS I10103peBaeMBbIX.
XoTs 3TO U BepHO, ropasfo 6oJiee JIOTUYeH IIPOTUBOIIOIOMKHBIN
BBIBOJI: AHAPXVICTAM CJIeyeT MUHIMU3UPOBATh CO3aHue 11abiio-
HOB M€TaaHHBIX, K KOTOPBIM MOTJIN OBI IIOJIYUNTh HOCTYII Clle-
TOBaTEeJINL.

Hamm cBa3u ¢ mHppacTpyKTypaMu TOCIIOACTBA JOJDKHBI OCTa-
BaThCS HEIIPO3PAaYHBIMIU U HEIIpeACKa3yeMbIMI, €CJIVI MBI XOTUM
COXPAHUTH CIIOCOOHOCTh HAHOCUTH yAaphl 10 Bpary. Yro, ecian
pasBeKa, HeoOXoaMMast JIs IIPOBeJeHNA aKI[UI, 3aHUMAaeT Lie-
JIBLI YUK-3HA?

Wnu paBatiTe HauHEM € IIPOCTOTO QakTa, UTO TeaedOHBI HYKHO
OCTaBJIATh AOMa BO BpeMs NEJCTBUA — 3TO CTAHOBUTCS JMICKIIIOUE-
HIEM U3 I1a0JI0HA, eCIIN B OCTAIHHOM Tejle(OHBI COIIPOBOKIAIOT
Hac Be3[e, Kyaa Obl MBI HI IIOLILIN. B HOpMATUBHOI )KU3HI «BCe-
r[a Ha CBI3M» J000e 13 3TUX U3MeHEeHUIT MeTafaHHbIX Oymer
OpocaThcs B I1a3a, HO 9TO He TakK, eCJIM BBl OTKa3bIBaeTeCh ObITh
IIOCTOSIHHO IOOKIIOUEHHBIM K ceT. YTOOhI MUHMMU3NPOBATH
CBOJ MeTaJaHHBII cjIefi, BbI JOJLKHBI 110 YMOJIYAHIII0 OCTaB-
aaTh TesedoH goma.

TenedoHBI KOTOHU3UPOBAIY IIOBCETHEBHYIO KI3Hb, IIOTOMY UTO
JIIOASIM BHYILIIN, UTO OHU HY)KIAIOTCS B CUHXPOHHOM OOLLIEHNN B
Ka)X[IbIil MOMeHT BpeMeHn. CUHXPOHHAsT 03HAUAET, UTO IBE VI
GoJiee CTOPOHBI OOIIIAIOTCS B pEKMMe pealbHOr0 BpeMeHI, B OT-
JII4ye OT ACUHXPOHHOU', HAIIpyIMep 3JIeKTPOHHOI IIOUTHI, IIe CO-
0O0IIIeHNsT OTIIPABJISIIOTCS B pa3HOe BpeMs. ITa «IIOTPEOHOCTD»
CcTajla HOPMOI, HO €11 CTOUT IIPOTUBOCTOATh B AHAPXVICTCKOM IIPO-
cTpaHCcTBe. AHApXVS MOKET OBITh TOJIBKO aHTVUMH/YCTPUATIb-

’a2day.org/nikogda-ne-vyiklyuchay-telefon-novyiy-podhod-k-kulture-
bezopasnosti/

Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals*®, and
vulnerabilities*, and then defining countermeasures to prevent or
mitigate the effects of threats to the system. A threat is a potential
or actual undesirable event that can be malicious (such as a DDoS
attack®®) or accidental (such as a hard drive failure). Threat
modeling is the deliberate activity of identifying and assessing
threats and vulnerabilities.

For more information, see the No Trace Project Threat Library®’,
Defend Dissent: Digital Threats to Social Movements®* and
Defending against Surveillance and Suppression®.

Tor network

Tor** (short for The Onion Router) is an open and distributed
network that helps defend against traffic analysis. Tor protects you
by routing your communications through a network of relays run
by volunteers around the world: it prevents someone monitoring
your Internet connection from learning what sites you visit, and it
prevents the operators of the sites you visit from learning your
physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and
organizations around the world. No single relay ever knows both
where the encrypted connection is coming from and where it is
going. An excerpt from a leaked top-secret NSA assessment calls

“*anarsec.guide/glossary/#security-goal

“anarsec.guide/glossary/#vulnerability

**anarsec.guide/glossary/#ddos-attack

*'notrace.how/threat-library/

*?open.oregonstate.education/defenddissent/chapter/digital-threats/

>open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

**torproject.org/
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Communications**.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the
target is using), government agencies (to collect information about
people to create social graphs), and other parties (to target
location-based advertising). Whenever you use a computer, you
are likely leaving metadata behind.

For more information, see Remove Identifying Metadata From
Files* and Defend Dissent: Metadata*®.

Operating system (OS)

The system software that runs your device before any other
software. Some common examples include Windows, macOS,
Linux, Android, and iOS. Linux and some versions of Android are
the only open-source options on this list.

Synchronous communication

Unlike asynchronous communication®’, both parties must be
online at the same time. This does not require servers for the
communication and is often referred to as «peer to peer».

*open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

“anarsec.guide/posts/metadata

*open.oregonstate.education/defenddissent/chapter/metadata/

“’anarsec.guide/glossary/#asynchronous-communication
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HOIT'’. MBI TOJKHBI HAYUUTHCA JKUTH 03 yIOOCTB, IPOgaBaeMbIX
HaM TeJIEKOMMYHUKAIIMOHHBIMY KOMIIAHVUSMU, MbI JOJDKHBI 3a-

IUTUTH (V1M BO3POAUTH) HAIIY CITOCOOHOCTD KUTH 0€3 ITOCTOSH-
HOTO HOAKIoUeHNs kK HTepHeTy, 63 aJITOPUTMIUECKIX YKa3a-

HUIL B pealbHOM BpeMeHU U Ge3 6eCKOHEUHOI T’MOKOCTH, IT03BO-

JISTIOLLEN MEHSTH ILUIAHBI B IIOCTIEIHIOI0 MUHYTY.

Eciyt BbI pelmim 1CIIoib30BaTh TesleoH, YTOObI MaKCUMAaIbHO
3aTPYQHUTH IIPOTUBHIKY €0 Ie0JIOKAINIo, IlepeXBaT COOOIIeHIIT
I B3JIOM, ucroibayitre GrapheneOS'. Eciiu MbI foroBopmmcs
JICIIOJIB30BaTh TOJBKO 3amun¢poBaHHbIE CPeCTBA CBA3M '
AJISL OOLIEHNS ¢ APYTHMU AaHAPXUCTAMM, TO 9TO MCKJIIOUMNT JIC-
nosxp3oBaHme Gani-TenedoOHOB 1 CTAMOHAPHBIX TeIePOHOB.

GrapheneOS - enMHCTBeHHas OIlepallIOHHAS CUCTeMa I
cMapTPOHOB, KOTOpasd obecrieynBaeT pasyMHYI0 KOH(MIeHI-
AJIIBHOCTD ¥ 6€30I1aCHOCTb.

Y1066I NPEeOTBPATUTH OTCIEKIMBAHIIE BAIIIX IIepeMeIIe-
HUI1, oOpalaiTech co cMapTPOHOM KaK CO CTAMIOHAPHBIM
TeJIe(POHOM M OCTABJIAIITE €ro AOMa, KOIa Bac HeT goMa. [a-
K€ eCJIM BBI UCIIOJIb3yeTe aHOHNMHO nprobperennyo SIM-kapry,
eciu B OyayleM oHa OygeT CBsI3aHa C Balllell IMUYHOCTHIO, Y TI0-
CTaBIIMKA YCIYT MOKHO OyIeT 3aJHIUM YJCIIOM 3aIIPOCUTD AaH-
Hble 0 reosiokaruu. Ecin BeI ucrionb3yere TejeoH TaK, KaK MbI
pexoMeHayeM (Kak yCTPOICTBO, paboTaoliiiee TOIbKO ueped Wi-
Fi*® u mocTosHHO HaxXO[sAlIleecsd B aBUAPEXUMe), OH He Oymer Ioj-
KJIFOUAThCsI K BBIIIIKAM COTOBOI cBsI31. HeyocTaTouHO OCTaBIATH
Tesne)OH LOMa TOJIBKO TOTHA, KOTJA BbI cOOMpaeTech Ha BCTpeUy,
OEeMOHCTPALUIO MU MEPOIIPUATILE, IOTOMY UTO 3TO OyIeT OTKIIO-
HeHUEM OT Balllell OOBIUHOI MOMENN ITOBEAEeHIS I ITOCTY KT
IIPU3HAKOM TOTO, YTO B 3TO BpeMs IIPOVICXORUT IIpecTyIIHad Aes-
TEJIBHOCTb.

Ytheanarchistlibrary.org/library/bismuto-beyond-the-moment#toc1
“anarsec.guide/posts/grapheneos/

anarsec.guide/posts/e2ee/
“*anarsec.guide/posts/grapheneos/#what-is-grapheneos
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Ecnn BbI He cumTaeTe, YTO BaM Hy’KeH «3alIn(pOBaHHBII CTAIM-
OHapHBIIT TeaedoH», BBI MOYKETE KUTH COBCceM Oe3 TenedoHa.
Crenyrolue cTpaTerny MIHIMU3AIN I0TpeGHOCTH B Tesedo-
HaxX OCHOBaHBI Ha JCII0JIb30BaHMM KOMIIBIOTEPOB, I'/le CHXPOH-
Hasl CBI3b TaKKe BO3MO)KHA, HO OoJiee orpaHMYeHa.

Biopokpatms

MHorne GIOpOKpATUUECKIE YUPEKIAEHIS, C KOTOPBIMU HaM IIPU-
XOIUTCS UMETH [eJI0, He II03BOJIAI0T KUTh 6e3 TenedoHa: 3qpaBo-
oxpaHeHue, GaHKOBCKOe 1eio u T. 1. Of1eHne ¢ GI0poKpaTuei He
0053aTeJIbHO JOJDKHO OBITH 3aIIM(POBAHO, II09TOMY BBl MOXKETe
MCII0JIB30BaTh IpuiiokeHue Voice over Internet Protocol (VoIP)T.
9TO IT03BOJIAT BaM COBepIIaTh TeleoHHbIe 3BOHKY uepe3 VH-
TEpHET, a He Uepe3 COTOBBIE BBILLIKIL.

JTro60e npmitoskenue VoIP, mocTymHoe Ha KOMIBIOTEpE, SIBISETCS
ACHMHXPOHHBIM, IIOTOMY YTO OHO He 3BOHIT, KOI'Ta KOMIIBIOTEP
BBIKJIIOUEH — BBI IT0JIaraeTech Ha (PYHKIIO FOJIOCOBOIL ITOUTEI
IUIS BO3BpaTa IIPOIyIeHHBIX 3BOHKOB. Hampumep, Takoi1 cepBuc,
Kak jmp.chat'*, npegocrasnser Bam VoIP-HOMep, KOTOPBI BBI MO-
KeTe OILIATUTDH B OMTKOIHAX, M BBI COBepIIIaeTe 3BOHKI C ITIOMO-
b0 XMPP-nipmitoskenus — Cheogram® pa6otaer xopouo.

VoIP 06BIYHO ITOAXOAUT IJIS 00011 ABYX(AKTOPHOI ayTeHTUDN-
kaunu' (2FA), koTopas BaM Hy)xHa (Korga cepBuc TpebGyer 1mosy-
YNTH CIyYallHbI HOMep AJII BXOAa B cucTeMy). Eite onHuMm Ba-
PpMaHTOM SBJIAIOTCIOHIIANH-TeneoHHbIe HoOMepa's.

XoT1s 06b1yHO 3TO0 HOpoKe, ueM VoIP, BbifeneHHBI TeaedoH MiIn
CTalMIOHAPHBIN TeledOH TaKKe XOPOIIIO MIOAXOANUT I COBepIiIe-
HUS U IpueMa «GI0poKpaTuuecKX» 3BOHKOB U3 I0Ma, KakK, Ha-
IIpuMep, YIIOMAHYTHIX BBIIIIE.

"*kicksecure.com/wiki/
Mobile_Phone_Security#Phone_Number_Registration_Unlinked_to_SIM_Card

cheogram.com/

**anonymousplanet.org/guide.html#online-phone-number
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Encrypted Messaging

See Encrypted Messaging for Anarchists®®

Storing Electronic Devices

See Make Your Electronics Tamper-Evident®”.

MNpunoxenune: Cnoeapb

Asynchronous Communication

Unlike synchronous communication®’, both parties do not need to
be online at the same time. This relies on some sort of server to
store messages until the message recipients come online. This is
the type of messaging that most people are familiar with (email,
Signal, etc.).

End-to-end encryption (e2ee)

Data is encrypted*! as it travels from one device to another —
endpoint to endpoint — and cannot be decrypted by any
intermediary. It can only be decrypted by the endpoints. This is
different from «encryption at rest», such as Full Disk Encryption®,
where the data stored on your device is encrypted when the device
is turned off. Both are important!

For more information, check out Encrypted Messaging for
Anarchists*’, and Defend Dissent: Protecting Your

**anarsec.guide/posts/e2ee/
**anarsec.guide/posts/tamper/
**anarsec.guide/glossary/#synchronous-communication
“*anarsec.guide/glossary/#encryption
*anarsec.guide/glossary/#full-disk-encryption-fde
*“*anarsec.guide/posts/e2ee
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Your Computer

Operating system?®’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections
through the Tor network®'. See Tails for Anarchists** and
Tails Best Practices®.

Operating system®*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve
and no anti-forensic features. However, it is accessible
enough for journalists and other non-technical users.
Basic knowledge of using Linux is required — see Linux
Essentials®. Qubes OS can even run Windows programs
such as Adobe InDesign, but much more securely than a
standard Windows computer. See Qubes OS for
Anarchists®.

See When to Use Tails vs. Qubes OS*. We do not offer «harm
reduction» advice for Windows or macOS computers, as this is
already widespread and gives a false sense of privacy and security.

**anarsec.guide/glossary#operating-system-os
*tanarsec.guide/glossary#tor-network
*?anarsec.guide/posts/tails/

**anarsec.guide/posts/tails-best/
**anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/linux

*¢anarsec.guide/posts/qubes/
*’anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
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Ces3b

Yro6sI He HOCUTH ¢ cO6OTI TeedOH ITOBCIONY, HEOOXOIMMO U3Me-
HITB CII0c00 OBIIeH NS, eCIu BBl yiKe monanu B cetu’’. HamepeH-
HO€ CBeJeHIE K MUHUMYyMY [T0OCPEJHIUECTBA 9KPAHOB B HAIIINX
OTHOILIEHMAX — LIeHHAasA LIeJIb caMa IIo cebe.

Hcnonp3oBaHue «3amn@poBaHHOTO CTAMOHAPHOTO TenedoHa»
IUIsI coBepIreHus Tee(OHHBIX 3BOHKOB 11 KOMIIBIOTEPA I 00-
MeHa 3a1npPOBAHHBIMU COODIIIEHUIMH I103BOJIsIET HaM u3be-
’KaTh HECKOHUAEeMOro II0TOKa YBeJOMJIEHII Ha YCTPOVICTBE, KOTO-
poe Bcerga HaXOAWTCS IOM PyKOIL.

Ham BceM He momerrrano 6bI BHIMATEJIBHO IIOCMOTPETh Ha MOHO-
KyJIBTYpY TPYIIIOBBIX UaTOB Signal, KoTopas 3aMeHIIa JIMUHbIE
BCTpeuy B HEKOTOPBIX UACTAX aHAPXMCTCKOIO IIpocTpaHcTBa. To,
YTO KYJIBTypa CMapT(POHOB 3aXBaTIJIa OPTaHM3ALNIO OTHOIIIe-
HUIL, IPMHYKAaeT Hac K 6eCKOHEUHBIM BCTpedyaM, 32 KOTOPbIMU
OTHOCHUTEJIBHO JIETKO HaOJII0aTh.

Tem He MeHee, 3amn@poBaHHBIE COOOIIEHNA MOTYT OBITh I10JIE3-
HBI I OIIpeesIeHNs JaThl M BpeMEHI BCTPeUN VIV JJIS IIPOeK-
TOB, BBIIIOJIHAEMBIX Ha paccrogHun. Cm. «Encrypted Messaging
for Anarchists»'®, rme onmmcaHs! pasJIMYHbIe BApMAHTHI, ITOIXOI-
IIye U1 aHAPXICTCKOI Mofenu yrpos®.

DKCTPEeHHble 3BOHKM

[Ipoxoskmit Ha YJIIe YaCTO OXOJDKUT BaM CBOII TeleoH, UTOOBI
ClleaTh CPOUHBIN 3BOHOK, €CJIU BBI CK)KETe €My, UTO B BallleM
paspsiamiiach Garapest. [71st mosryueHNs SKCTPEHHBIX 3BOHKOB, €C-
JIV BBI He MO)KeTe JO3BOHUTHCS, KaK OIVICAHO BBIIIIE, MbI MOJKEM
3aXOONUTH APYT K APYTY B TOCTU MJIM 3apaHee HOrOBapMBATECS O
BCTpeue ¢ IOMOIIbI0 IIndpoBaHHBIX coobireHnit. Kakue ciieHa-
pun Tpe6yIoT, YTOOBI BBI OBLINM FOTOBBI IIPMHATH 3BOHOK B JIIO0OIT

"theanarchistlibrary.org/library/return-fire-vol-4-supplement-caught-in-
the-net
**anarsec.guide/posts/e2ee/



MoMeHT? Ecii OHM [elICTBUTEIBHO CYIIeCTBYIOT B Balllell K3~
HI, BBl MOK€T€ OpPraHI30BaTh UX, He IPOELPYs 3Ty CPOUHOCTD
Ha BCe OCTaJIbHbIe cephbl I MOMEHTHI.

HanpaeneHnus

Kymnnre 6yMa)kHyI0 KapTy Balllero paiioHa ¥ HOCUTe ee C COOOIL.
JI7151 UIMTeIPHBIX IT0e3JOK JUIM I10€3/10K, B KOTOPBIX BaM HY>KHBI
yKkazaHus, ucroibayiitre OpenStreetMap®, uTo6b1 OTMETUTD UX
3apaHee.

My3bika U noAKactbl

Ho cux nop BeimyckatoT MP3-mineepsr! 3a ropasgo MeHBLIYIO 1ie-
HY BBl MO)XeTe CJIyLIaTh MYy3bIKYy U IIOOKACTBI, HO B YCTPOJICTBe
HeT GPS u pagmo. OgHako aro He 3HauuTt, utro MP3-1m11eep He
CMOJKET OIIpelelIUTh Ballle MeCTOIoJIoXeHe. Eciy oH momKiIo-
yaetcs k Wi-Fi, npubnusnurenpuoe Mecromnonoxenne MP3-mieepa
MO>KHO OIIpefesnnTs 1o ero IP-ampecy.

MpunoxeHue: Mporue

cMapThoHa

Om Fernweh (#24)*°

Tenedon Bcerga ¢ Hamu, BCeraa BKIIOUEH, HE3aBUCUMO OT TOTO,
rae Mbl HaxoguMcs 1 uTo fgenaeM. OH OepKUT Hac B Kypce BCero
1 BCEX: UTO JeJIAal0T HaIllM APY3bs, KOTJA OTIPABISIETC CIeAyIo-
IIfee MeTPO M Kakas mmoropa Oymer 3aBTpa. OH 3a60TuUTCS O HaC,
OyOuT 110 yTpaM, HAIIOMMHAET O BaKHBIX BCTpeUax 1 BCeTa CIIy-
mraet Hac. OH 3HaeT 0 HAC Bce: KOT/Ja MbI JIOKMMCS CIaTh, TJ€ MbI
HaXOOUMCS 1 KOTHa, C KeM 00I11aeMcsl, KTO HAIIY JIYUILINE APYy3bi,
KaKyIo My3BIKYy MBI CIIyllIaeM 1 yeM yBjeKaeMcs. U Bce, 0 ueM oH
IIPOCUT, — 5TO HEMHOTO 3JIeKTPUYECTBA BpeMsI OT BpeMeHI !

openstreetmap.org/
*fernweh.noblogs.org/texte/24-ausgabe/gegen-das-smartphone/
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for the purposes of incrimination* and network mapping**. Our
goal is to obscure the State’s visibility into our lives and projects.
Our recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted
surveillance measures in France®: «So let’s be clear about our
responsibilities: if we knowingly bring a networked device
equipped with a microphone and/or a camera (cell phone, baby
monitor, computer, car GPS, networked watch, etc.) close to a
conversation in which “private or confidential words are spoken»
and must remain so, even if it’s switched off, we become a
potential state informer..”

You may also be interested in the Threat Library’s «Digital Best
Practices»?°.

Your Phone

Operating system?”: GrapheneOS is the only
reasonably secure choice for cell phones. See GrapheneOS
for Anarchists®®. If you decide to have a phone, treat it
like an «encrypted landline» and leave it at home when
you are out of the house. See Kill the Cop in Your
Pocket®.

#notrace.how/threat-library/tactics/incrimination.html
**notrace.how/threat-library/techniques/network-mapping.html
»actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-
preventive-surveillance-measures-france/
*notrace.how/threat-library/mitigations/digital-best-practices.html
*’anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/grapheneos/
#anarsec.guide/posts/nophones/
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U 41O eciy B KAKOJ-TO MOMEHT MBI OKa)KeMCSI He B COCTOSIHIIL
00paTuTh 3TO pasBUTHE BCIATH? YeI0BeuecTBO JOCTUIIIO UCTOPU-
YeCKI HOBOTO 3Talla Pa3sBUTHS TEXHOJIOTUIL. DTall, Ha KOTOPOM
OHO CIIOCOOHO YHIUTOXKUTD BCIO YEIOBEUECKYIO KU3Hb (smepHast
9HEPTrUs) WIX MOOUQUIINPOBATE ee (reHeTUUeCKIe MaHUITY -
uuu). ITOT PakKT ellle pa3 MOAUEPKMBAET HEOOXOIMMOCTE [I€i-
CTBOBATH YK€ CETrOIHS, YTOOBI YHUUTOKNATD 9TO 0011eCTBO. [[y1st
9TOTO HAM HYKHO BCTPEUATHCS C JIFOJBMI U JOHOCUTH O HUX
CBOU UMEN.

Pa3Be He OUEBUIHO, UTO €CJIM BMECTO TOTO, UTOOBI PA3TOBAPUBATH
OpYT C IPYTroM, MBI GyeM OBIATHCS TOJIBKO COOOIIEHUAMY 13
IISITY NIPEJIOKEHNII NI MEHBIIIe, TO 3TO MPUBEHET K JOJIr0CpOU-
HBIM nocienacteuam? Cyns o BceMmy, Het. [Ipexne Bcero, To, Kak
MBI IyMaeM, BIIMSIET Ha TO, KAK MBI TOBOPUM, U HA000pOT — TO,
KaK MBI TOBOPUM U 00IllaeMcs, BIUIET Ha TO, KaK MbI fymaeMm. Ec-
JIUL MBI MOKeM OOMEHMBATHCS TOIBKO CAMBIMU KOPOTKMMM U JIa-
KOHMUHBIMI COOOIIEHUAMIY, KaK MBI MOXKeM TOBOPUTE O COBEP-
LIIEHHO [PYyroM Mupe? A eciy MBI fake He MOXKeM TOBOPUTH O
OPYyroM MMUpe, KaK MbI MOXKeM K HeMy IPUOIU3UTHCI?

IIpsimoe ob1ieHMEe MeKAY aBTOHOMHBIMM JIMYHOCTSMY — OCHOBA
7060T0 COBMECTHOTO BOCCTAHMS, 3TO OTIIPABHAs TOUKA OOIIMX
MeuTaHMI u ob1eit 60probL. Bes HemocpencTBeHHOTO O0IIEHNS
6opbba IPOTUB ITOro MUpa U 3a CBOGOAY HEBO3MOXKHA.

Tax maBaiiTe ke n36aBUMCS OT CMapTHOHOB M BCTPETUMCS JIMI[OM
K JIMITy B BOCCTAaHUM IIPOTUB 3TOro Mupa! [laBaiiTe cTaHeM
HeyIpaBigeMbIMu!

¢ aZ2day.org®

MpunoxeHune: PekomeHaauum

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance?

**a2day.org/izbavsya-ot-shpiona-v-tvoem-karmane
*notrace.how/threat-library/techniques/targeted-digital-surveillance.html
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Korpa s mporynmBaroch 1o paiioHy WM ey B METPO, Sl BUXKY 9TO
IIOYTU y BCEX, I HUKTO He MOYKET IIPOEPKAThCS HOJIbIIIE
HECKOJIBKIX CEKYHJ{ 6e3 TOro, uTo0bI CyJOPOKHO He ITOTSHYThCS
K KapMaHYy: JOCTATh MOOWMIBHBIN Tese(OH, OTIIPABUTH COOOIIe-
HIle, IIPOBEPUTH JIEKTPOHHYIO IIOUTY, II0OCTAaBUTH JIaiiK ¢ororpa-
¢uu. Ero cHOBa yOMparoT, KOPOTKUIL II€PEPHIB, ¥ BOT MBI yiKe
CHOBA IIPOCMATPUBAEM CETOHSIIHIE HOBOCTH VI IIPOBEPSIEM, UeM
3aHMMAIOTCS BCE APY3BAL...

9To HAIIl CIIyTHUK B TyaJyleTe, Ha paboTe WM B IIIKOJIE, I, OUEBIU-
HO, OH IIOMOTaeT OOPOTHCS CO CKYKOJ BO BpeMs OXKUAAHU, pabo-
TBI U T. 1. BO3MO)XHO, 9TO O[IHA U3 IPUUNH yCIIeXa BCEX ITUX TeX-
HOJIOTMUECKUX YCTPOJICTB: pealbHas )KM3Hb HACTOJIBKO YEPTOB-
CKI CKyUYHa U OGHOOOpa3Ha, UTO HECKOJIBKO KBaAPATHBIX CAHTH-
MeTpOB 9KpaHa IIOUTH BCera OKa3bIBAIOTCA Oojiee 3aXBATHIBAIO-
IIVIMY, YeM MU U JIFOAY BOKPYT Hac?

9TO KaK 3aBUCUMOCTS (y JIIOJell OIlpeIeIeHHO OBIBAIOT CHMIITO-
MBI OTMEHBL...) MV 9TO Ja’kKe CTAJIO YacThIo Hamero tena? bes Te-
sedoHa MBI yKe He 3HaeM, KaK COPUEHTUPOBAThCS, U UYBCTBYEM,
UTO Uero-To He XxBaTaeT? To ecThb 3TO y»Ke He IIPOCTO MHCTPYMEHT
MM UTPYIIIKaA, @ YacTh Hac, KOTOpasd TaKyKe OCYyIIeCTBJIAeT Haj Ha-
MU OIIpefieJIeHHBII KOHTPOJIb, K KOTOPOMY MBI IIpMCIIOcabImBa-
eMcs, HallpMMep, He BBIXOAA 13 oMa OO IOJIHOI 3apAOKM aKKy-
myuaTopa? SIBigercs au cMapT@OH IepBhIM IIarOM K CTUPaHUIO
rpaHU MeXIy 4eJIOBeKOM 1 po6oToM?

Korpma MpI BauM, YTO IIpOpOYAT TEXHOKPATHI BCeX MacTeit (OUKm
Google Glass, BxxuBIeHHbIE UNIBI U T. T.), KAXKETCS, YTO MbI ABU-
JKeMCS K TOMY, UTOOBI CTaTh KMOOPTaMI, TIOAbMI C BXKVMBJIEHHBI-
My cMapTdOHAMU, KOTOPBIMI MBI YIIPaBJIfeM C IIOMOII[bI0 Ha-
IIMX MBICTIEN! (ITOKa HaIll) MBICIY CaMyl He CTAaHyT OKOHUATEJIHHO
ynpasiseMbiMu). HeyauBurenbHo, UTO CpeicTBa MacCOBOI MH-
dbopmanmu, BRIPAa3UTENN TOCIOACTBA, [IOKA3hIBAIOT HAM TOJIHKO
IIOJIOKUTEJIbHbIE CTOPOHEBI 3TOT'0 Pa3BUTHA, HO LIOKUPYET TO, UTO
IIOUTY HUKTO HE CTABUT II0J] COMHEHUE 3Ty TOUKY 3peHuUs. ITo,
HaBepHOe, caMas cMeJjasg MeuTa KaKJoro IIpaBUTeJd: MMeTh BO3-
MO>KHOCTh IOCTOSHHO CJIEOUTH 32 MBICIIMU U TEVCTBUAMU KaK-
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JIOTO U HEMEJIEHHO BMELLBATHCS B CIIydae JII000ro HapyIeHMs.
[ToJTHOCTBIO KOHTPOIMPYEMBIE U yIIpaBiseMble paboune yesl,
KOTOPBIM B KaueCTBe BO3HATPAKIAEHMS Pa3peleHo HEMHOIO
(BUpTYyaJIBHO) pa3BiIeybCs, T0KAa HECKOJIBKO UeIOBEK ITOIYYaroT
IPUOBLID.

C orpoMHBIMI 00BEMaMIU JaHHBIX, KOTOPbIE Tellepb TaK JIETKO
IIOJIYUNTD OT BCEX U KaKIOI0 B JII000€ BpeMsi CYyTOK, COLIVIAIbHBIII
KOHTPOJIb U CJIe)KKa TaKKe BBIIIUIY Ha COBEPILIEHHO HOBBI ypo-
BeHb. Tellephb 9TO BBIXOJUT JAJEKO 32 PAMKIU IIPOCITYILINBAHNS
MOOGMIIBHBIX TeslepOHOB WM IIPOCMOTPA COOOIIeHMIT (KaK BO Bpe-
Mms GecriopsikoB B Benuko6puranuu B 2011 roxy).

Vmes mocTyIl K HEBEpOITHOMY KOJIMUECTBY MH(POPMALINI, CIIeI]-
CIIY>KOBI CITOCOOHBI OIIPeeNIUTh, UTO ABJIIETCI «HOPMAJIBHBIM».
OHM MoryT onpenennTh, Kakie MecTa ABJITI0TCI «HOpMaJIbHBI-
MU» IJI9 Hac, KaKue KOHTAKThI IBJISIOTCI «HOPMAJIbHBIMU» U T. 1.
Kopoue roBops, OHM MOTYT OBICTPO J IIOUTH B PEKIMME PeaIbHOro
Bpe€MEeHI YCTaHOBUTD, OTKJIOHAIOTCS JIN JIIOAM OT CBOETO «HOP-
MaJIBHOTO» IIOBeleHNA. ITO faeT HEKOTOPBIM JIOAIM OTPOMHYIO
BJIACTH, KOTOpAs MCIIOJIb3YeTC A IPY KasKIOM YI0OHOM CiIyuae
(HampuMep, IUIS CIIEXKKNU 32 JTIOABMH). TeXHOJIOTUS — 9TO YaCTh
BJIACTM, OHA MCXOAUT OT BJIACTY U HYKHaeTcs B Hell. UTo6bI co-
3aTh YTO-TO Bpofe cMapTdoHa, HyKeH MUP, B KOTOPOM JIIOIN
0061a1al0T OIPOMHOII BIACTHIO0. Bee TexHOMOrMN SBISIOTCS IIPO-
OYKTOM HBIHELTHETo yIHeTAoIero MIpa, ero YacThio 1 OyayT
YCUIJIMBATD €TO.

B coBpemeHHOM MIUIpe HMUTO He sABJIseTCS HeliTpanbHbIM. Ha ce-
TOMHSIIITHUIL IeHb BCe, UTO OBLIO MM pa3pabaThIBaeTCs, HAIPAB-
JIEHO Ha paclIypeHye KOHTPOoJIs 1 3apabaTbiBaHme geHer. MHO-
Ve MHHOBALMN [TOCIeqHNX Hecsatuiaetnii (tTakne kak GPS, snep-
Hasl 9HepreTyKa WM UHTEPHET) Nake MICXOAST HeIl0OCPeCTBEHHO
0T BOeHHBIX. Yallle BCero 3TH IBa acleKTa UIyT pykKa 06 pyKy, HO
«6JIar0COCTOSHIIE YeJIOBeUecTBa», KOHEUHO, He IBJIIeTCI MOTUBA-
Luert, 0coOOeHHO KOT1a 3TO pa3pabaThIBaeTcs BOeHHbIMU. Bo3-
MOJKHO, IIPUMED apXUTEKTYPBI MOKET JIyUllle IPOUJLIIOCTPUPO-
BAaTh CTOJIb CJIO’KHYIO TEXHOJIOTUIO: BO3BMEM ITyCTYI0 M HEUCIIOIb-
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3yeMyI0 TIOPbEMY, UTO MOKHO CIeNIaTh C 3TUM COOpYy>KeHMeM, Kpo-
Me Kak cHecTy ero? Cama ee apXUTEKTypa, ee CTCeHBI, CTOPOKEBbIe
GalrHy, KaMephl yKe CofepsKaT B ceOe HasHaUeHNEe 3TOT0 3TaH:
3aKJIIOYATh JIIOfel B TIOpbMy. CaMa ero apXmUTeKTypa, ero CTeHSI,
€ro CTOpPO’KEeBbIe OAIITHY, €ro KaMephl y)Ke cofeprKaT B cebe 11eJIb
3TOTO 3JaHM: 3aKJIIOUATh JIIOMEI B TIOPbMY U YHIUUTOXKATD MX
rcuxosaormyecku. [ MeHs Ob110 61 HEBO3MOXKHO KUTH TaM,
IIPOCTO IIOTOMY UTO 3[aHVe YIHETaeT.

To >xe caMoe IIPOMCXOOUT CO BCEMI COBPEMEHHBIMU TeXHOJIOT-
MU, KOTOPBbIE IIPETOHOCITCSA HaM KaK IIPOrPecc U TO, YTO 00Jrer-
yaeT )K13Hb. OHM OBLIN CO3AHBI C LENBIO 3apabaThIBAHNS I€HET
1 KOHTPOJII HAJ HaMu, U Tak Oyner Bcerga. CKOIBKO OBI IIpenuMy-
II[eCTB HU [aBaJ BaM cMapT(doH, Te, KTO Oorareet, cobupas Baln
OaHHBIE U CJIedsd 3a BaMMI, Bceraa OyOyT IOIydaTh OOJIbIIIe BBITO-
IbI, ueM Bbl. EciIu paHbIlle TOBOPUIIN, UTO «3HAHME — CUJIa», TO
CEerofHs CJIexyeT TOBOPUTH, UTO «MHpopManusd — cuiar». Yem
GoJiblile IPABUTENIN 3HAIOT O CBOEIL I1aCTBE, TEM JIYUIIIe OHI MO-
T'yT HaJ Hell BJIaCTBOBATh — B 3TOM CMBICJI€ TEXHOJIOTHS B 1[€JIOM
ABJIAETCH MOIIHBIM MHCTPYMEHTOM KOHTPOJIA, II03BOJITIOIIIIM
IIpeCKa3bIBaTh ¥ TEM CaMbIM IIPEIATCTBOBATH 00beMHEHIIO
JIIOeN NI HallafeH!s Ha TO, UTO UX yrHeTaer.

9tuM cMapThoHaM, KayKeTcs, Hy)KHO HEMHOTO 0OJIbIIIe, UeM IIPO-
CTO HEMHOTO 3JIEKTPUYECTBA... B HallleM IIOKOJIeHNN, KOTOPOe, 10
KpariHell Mepe, 3HaJIO0 Mup 6e3 cMapT(OHOB, BO3MOKHO, €llle eCTh
JIFOMM, KOTOPBIE IIOHMMAIOT, O YeM 51 TOBOPIO, KOTOPBIE BCE eIle
3HAIOT, KAKOBO 3TO — BECTY AMCKYCCUIO, He I Ha TetedoH
Ka)k[(ble TPUALATH CeKyH/, 320y JUTHCS U OTKPBITH IS cebst HO-
BbI€ MECTa, MJIV IIOCIIOPUTH O YeM-TO, He 00paIlfasich 3a OTBETOM K
Google. Ho g He X0uy BO3BpaIaThCd B IPOIILIOE, XOTS 3TO OBLIO
OBbI HEBO3MOXKHO.

Ho uem Gosnblite TeXHOIOTUY IPOHUKAIOT B HAIITY XKM3HB, TEM
CIIO’KHee MX YHUUTOXUTh. UTOo, eciut MBI — OTHO M3 IOCTIeTHUX
ITOKOJIEHUII, CITIOCOOHBIX OCTAHOBUTH 3BOJIIOINIO UeJIOBEeKa B IT0JI-
HOCTBIO KOHTPOJIMPYyeMOTo poboTa?
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