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Ha aKIMAX HE IIO3BOJIAIOT PEIIPECCUMBHBIM CTPYKTYPaM Y3HATDh HE TOJIb- M 3 6 a B b C ﬂ OT

KO O Halllell KOHKPETHOI HeJIeTaJIbHOM OedTeJIbHOCT), HO I O Halllel
SKM3HM, B3aVIMOOTHOIIIEHN X, CXeMaX IIepeIBILKEHS U TaK Janee. ITu

3HAHUA SBISIOTCS OTPOMHBIM IIPEMIMYII[ECTBOM IIpU 0TOOpe ITomo3pe-

BaeMBIX U BeJeHIMU IleJleHAllpaBJIeHHOTo HabmoneHns. B 97011 cTaTtbe LIJ n M 0 H a B T BoeM
MBI PaCCMOTPUM HECKOJIBKO CTpaTeruii, Kak yOUTh ITONMUIIENICKOTO B
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Ira Bepcus 3MHA ObLyIa I10CJIe T HUIT pas o0HoBIeHa 2024-04-23. 3aii-
IOUTe Ha caiT anarsec.guide/ru  mOCMOTpUTe, HeT Ju Hoiee MO3THUX
penaxumii.

CumBoi T 03Hauaer, 4TO 3TOT TEPMUH eCTb B cioBape. Ai ferri corti.

AnarSec 910 pecypc KOTOPBIiT IPU3BaH IIOMOUb aHAPXICTAM OpUEH-
TUPOBATHCS BO BPAXKIEOHOM MUpPe TEXHOJIOTUIT — IMOAOOpKA IIOCOOUIT
1o obecreueHNIo HUPPOBOIL GE30IIACHOCTY ¥ AHOHUMHOCTI, a TaKXKe
I10 MPOBENEHNUIO XaKEPCKIX aTak. Bce mocobust JOCTynHBI B BUjie OyK-
JIETOB, UTOOBI X MOKHO OBLIO pacreuararts U OyIyT IOCTOSHHO 06-
HOBJISTBCH.
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Tails

« Tails for Anarchists
« Tails Best Practices

Qubes OS
+ Qubes OS for Anarchists
TennegoHsbi

« VI36aBbCsI OT IINMOHA B TBOEM KapMaHe
« GrapheneOS for Anarchists

Ob6wwme Bonpocsl

+ Linux Essentials
« Remove Identifying Metadata From Files

Encrypted Messaging for Anarchists
» Make Your Electronics Tamper-Evident
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SddexrnBHAT KynbTypa O€30HaCHOCTI' 1 BHUMaHYE K 6€3011aCHOCTI
Ha aKLMSX He IT03BOJISTIOT PelIPeCCUBHBIM CTPYKTypaM y3HaTh He
TOJIBKO O Halllell KOHKPETHOI HeJIeraJbHOI NesiTeIbHOCTH, HO I O Ha-
1IeV KM3HIL, B3AaMMOOTHOIIEHNSIX?, CXeMaX IePeIBIDKEHMS U TaK Ja-
Jee. DTV 3HAHUS ABJBIIOTCS OTPOMHBIM IIPEMIMYIIECTBOM IIpU 0TOOpE
[I0/I03peBaeMbIX U BeJleHNN LieJleHaIIpaBJIeHHOTo HabmoneHus. B
3TOJI CTAThe MBI PACCMOTPUM HECKOJIBKO CTPATeruii, Kak youTs mojm-
LIEJICKOTO B BallleM KapMaHe.

MecTormososkeHue Balero TejaedoHa OTCIEKIBAETCS IIOCTOSHHO, U
9TV JaHHbIE COOMPAIOTCA YaCTHBIMM KOMIIAHWUSIMI, UTO II03BOJISET
IOJIMIY 0OXOAUTH HeOOXOQMMOCTD IIOJyueHus opaepa. Mnentudn-
KaTopsl 060pyaoBaHys TesredoHa ¥ MHPOpMAIA O COeMHEHNN" pe-
TUCTPUPYIOTCA Ka)KA0M BBIILIKOJ COTOBOI CBA3M, K KOTOPOJ ITOIKIIIO-
yaercs Bail TeaedoH. Takue xakepcKue cepBICH], Kak Pegasus®, mena-
0T ITOJIHYI0 KOMIIPOMeTaunio TejlepoHa JOCATaeMOIl Jaske IJIT MeCT-
HBIX IIPaBOOXPAHUTEIBHBIX OPTaHOB U ABIAIOTCA «zero-click», To ects
He 3aBMCAT OT HAKATV Ha CCBUIKY MJIM OTKPBITHA (paiia [JIsI B3JIoMa
tene¢ona. C gpyroiit CTOPOHBI, II0CJIE TOTO Kak 6osee 30 MOMKOTOB B
He6OJIBIIIOM ropoake Bo PpaHumy ocTanuch HEPACKPBITHIMIU, CIIEO-
BaTeJV MOKAJIOBAINCEH®, UTO «HEBO3MOKHO JICIIOJIB30BATh JaHHBIE
Tesie()OHOB TV PETUCTPALMOHHbIe JaHHbIe aBTOMOOIIEN!, ITIOTOMY
uTO OHU paboraroT 6e3 TesepOHOB U aBTOMOOILIIEN! »

B xone HemaBHeIl pelpecCUBHOII onepanyy’ IPOTUB aHAPXIICTA I10-
JIMIMASA B PEXMME PEATIbHOTO BPEMEHI OTCIIEKIBAJIA FE0I0KALIIO
¢dnumn-renedoHa Mogo3peBaeMoOro M COCTaBIIIA CIIMICOK BCEX, KOMY OH

'notrace.how/blog/a-base-to-stand-on/baza-na-kotoroi-mozhno-stoiat.html
*notrace.how/threat-library/techniques/network-mapping.html
*vice.com/en/article/m7vqkv/how-fbi-gets-phone-data-att-tmobile-verizon
*anonymousplanet.org/guide. html#your-imei-and-imsi-and-by-extension-your-
phone-number
*amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-
catch-nso-groups-pegasus/
*actforfree.noblogs.org/post/2022/04/17/grenoblefrance-these-saboteurs-of-the-
ultra-left-have-been-elusive-for-five-years/
"notrace.how/resources/ru/#ivan



for the throne in waiting». The Tor network can be accessed through
the Tor Browser on any operating system. The Tails>* operating
system forces every program to use the Tor network when accessing
the Internet.

For more information, see Tails for Anarchists®® and Privacy Guides®’.

To understand the limitations of Tor, see the Whonix documentation®®.

Two-Factor Authentication (2FA)

Two-factor authentication (or «2FA») is a way for a user to identify
themselves to a service provider by requiring a combination of two
different authentication methods. These can be something the user
knows (such as a password or PIN) or something the user has (such as
a hardware token or mobile phone).

VoIP (Voice over Internet Protocol)

Google Voice is a well-known and insecure VoIP service; this
technology routes your calls over the Internet (as Signal does) instead
of using standard cell tower transmission. Unlike Signal, VoIP allows
you to receive calls from anyone, not just other Signal users. The
advantage of using VoIP for calls over a data plan is that you can
create different numbers for different activities (one for bills, one for
signing up for a Signal account, etc.), and you never need to turn off
Airplane mode. The advantage of using a data plan instead is that you
can use it away from Wi-Fi, at the cost of geolocation (i.e. it will be
possible for your service provider and possibly other parties to know
where your device is at any given time).

**anarsec.guide/glossary/#tails
**anarsec.guide/posts/tails/#tor
’privacyguides.org/en/advanced/tor-overview/
**whonix.org/wiki/Warning
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3BOHII. XOPOIIIO M3BECTHO, UTO MONOOHAS CIIEKKA — HE PEIKOCTD, I
BCE JK€ MHOTVE TOBAPUIIN HOCAT C cO00T MOOWIIBHBIN TenedoH, Kyaa
ObI OHU HI MOV, WY [eJAal0T He3amndpoBaHHbIe 3BOHKM IPYTUM
aQHAPXVCTaM.

MsI cuntaeM, uTo 00eMX ITUX IIPAKTUK cilefyeT n3berars. [aBaiite
He OymeM ob6Jeruars paboTy IMOJIMIIMY Y CIIEICITY>K0, BpyJas UM Ha
Oromeuxe ¢ ToIy0oI KaeMOUKOI HAIIIM COLMATbHbIE CETU U MCTOPUIO
reosiokaryu. Eciy BbI He BBIXOAMTE U3 JOMA C Tesle()OHOM, IO
npupercs IpuberunyTh K GpusmueckoMmy HaOIOOEHNIO, UTOOBI OIpeie-
JINTH Ballle MECTOHAXOXKAEHE, UTO TpeOyeT 3HAUNTEIbHBIX PECYPCOB
1 MOXeT ObITh 0OHapyxeHo. Ecitut 3a Bamu Oyner ycraHOBIEeHO Gu3m-
YyecKoe HaOJIOeH e, TO IIEPBBIM LIIarOM CJIeOBATeJIs CTaHeT M3yye-
HIIe BaIllero «IpoduIs IepeABIKEHNSI», & MCTOPMS Fe0JIOKAI[I Ba-
1rero teneoHa gaet MogpoOHOe IIpeiCTaBIeHIIe O BAIINX €KeTHeB-
HBIX MapIIpyTax.

HexoTopble aHapXMCTHI OTBEYAIOT HA IIPOGIIEMBI CO cMapThOHAMI
TeM, YTO MCIIOIB3YIOT I OOLIEeHMs APYT ¢ ApyroM ¢uni-reaedoHs
(o6BIuHBIe MOOVIIBHBIE TesleOHBI, He CMapT(hOHBI) NI CTAIMIOHAP-
HbIe TeJedOHBI, HO 3TO He Jyulllee perneHue. $aumn-renedoHsl 1 cTa-
UMOHApHBIE TeseOHBI He TONIEPKMBAIOT IIN(PPOBAHHYIO CBSI3b,
II09TOMY TOCYJapCTBO y3HAeT, KTO ¢ KeM U 0 deM pasroBapusaet. Oc-
HOBHas LIeJIb IIeJIeHAIIPABIEHHOI CJIeSKKM — COCTABUTD KapTy COL-
QJIBHOI CEeTH LieJIN, UTOOBI BBIIBUTH ApYTUe Leln. EnHCcTBeHHBIIT
crroco6 m36ekarh repefaun 3Toi MHGOPMAIMU HAIIIMM BparaM — WUC-
II0JIB30BATh TOJIBKO 3alIn(poBaHHbIe CpefcTBa® MJd 00IeHNs C ApY-
TVMMM QHAPXMCTAMM C IIOMOIIBIO TEXHOJIOTHIL.

Hopmanuaanmst MoCTOSTHHO CBS3Y B JOMMHUPYIOIIEM 00LIIeCTBe
IpuUBeJa K TOMY, UTO HEKOTOPbIE aHAPXUCTBI IIPaBUJIBHO OTMEYAIOT,
4yTO MeTagaHHble' Tese()OHHBIX PA3rOBOPOB ITOJIE3HBI IS CJle0OBaTe-
seit. OMHAKO BBIBOJ, KOTOPHIN HEKOTOPHIE [ENAI0T M3 3TOM MBICIN —

*anarsec.guide/posts/e2ee/



YTO MBI JOJDKHBI «HMKOT'[A He BBIKJIIOUATh TeJleoH»’ , — BeJeT HacC B
HeBepHOM HanpasieHu. [To nx noruke, Baille B3aMOIEIICTBIE C
TeXHOJIOTMell popMupyeT 6a30ByI0 MOEIb MeTaTaHHbIX, 8 MOMEHTHI,
OTKJIOHAIOILMECS OT 9TO¥ 6a30BOII MOJEII, CTAHOBATCS IIOH03PM-
TeJIbHBIMH, €CJIM OHM COBIAHAIOT C MOMEHTOM COBeplIeHMs Aell-
CTBUS, KOTOPOE MO>KeT OBITh MICIIOJIb30BAHO CJIeJ0BATEIIMY IS BbI-
ABJICHNS IT0I03peBaeMbIX. XOTd 3TO I BepHO, Topasao OoJee JIOTYeH
TIPOTUBOIIOJIOKHBII BBIBOJ: aHAPXVICTaM ClIeyeT MUHMMN3MPOBaTh
co3paHMe 1a6JI0HOB MeTafaHHBIX, K KOTOPBIM MOTIJIM ObI IIOJTYYUTH
TOCTYII CTI€AOBATEIII.

Harm cBs3m ¢ mHGpaACTpyKTypaMu rocIioACTBa OJDKHBI OCTaBAThCS
HEIIPO3payHBbIMI U HEeIIpeICKa3yeMbIMI, €CJIV MBI XOTYIM COXPAHUTb
CIIOCOGHOCTb HAHOCUTH YOAPHI 10 Bpary. Yrto, ecin pas3Benka, HeoO-
XOaMMas JJIA IIPOBeeHMA aKIMI, 3aHMMAaeT IIeJIbINl YUK-9H?

Wnu pasaiite HauHeM C IPOCTOro (HakTa, uTo TeIeOHBI HYKHO
OCTaBJISATH OMa BO BpeMs OEVICTBUS — 9TO CTAHOBUTCS VICKIIOUEHIEM
13 11a0JI0HA, eCIU B OCTAIBHOM TeJle(OHBI COIIPOBOKIAIOT HAC Be3Je,
KyZa ObI MBI HU ITOILTN. B HOpMATUBHOI KU3HM «BCEra Ha CBI3MU»
m060€e U3 3ITUX U3MEHEHNIT MeTafaHHbIX Oymer 6pocaThcs B I1asa, HO
3TO He TaK, €CJIM Bbl OTKa3bIBA€TECH OBITH IOCTOSHHO IIOIKIIOUEH-
HBIM K ceTy. YT0OBI MUHMMNI3NPOBATH CBOJ METaJaHHBIII CJIEN,
BBI JOJDKHBI 110 YMOJIUAHUIO OCTABIATH TeleOH goMa.

TenedoHbI KOJTOHN3MPOBAIN IIOBCETHEBHYIO KU3Hb, [IOTOMY UTO JIO-
JSIM BHYILIVUIN, UTO OHY HY>KHAIOTCH B CUHXPOHHOM OOIIIEHUM B KaX-
Ib1it MOMeHT BpeMeHn. CuHxpoHHas' o3HauaeT, 4To qBe 1y Oostee
CTOPOHBI OOIIIAIOTCS B PEKMMeE PEabHOTO BpeMeH N, B OTJINUYIE OT
ACUHXpOHHOU', HATIpUMep 3JIeKTPOHHOI IIOYTHI, IJie COOOLIEHMS OT-
IIPaBJIAIOTCI B pa3HOe BpeMs. ITa «II0TPeOGHOCTb» CTajia HOPMOIL, HO
el CTOUT IIPOTUBOCTOATh B aHAPXVCTCKOM IIpOCTpaHCTBe. AHApXUI
MOJKeT ObITh TOJIBKO aHTUMHAYCTPUATBHOI . MBI JOJDKHBI HAYUNTh-

’a2day.org/nikogda-ne-vyiklyuchay-telefon-novyiy-podhod-k-kulture-
bezopasnosti/
“theanarchistlibrary.org/library/bismuto-beyond-the-moment#toc1
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Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals*, and vulnerabilities®,
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack®) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity
of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library®?,
Defend Dissent: Digital Threats to Social Movements®* and Defending
against Surveillance and Suppression™.

Tor network

Tor* (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor «the King
of high secure, low latency Internet anonymity» with «no contenders

**anarsec.guide/glossary/#security-goal

*anarsec.guide/glossary/#vulnerability

*%anarsec.guide/glossary/#ddos-attack

*'notrace.how/threat-library/

*’open.oregonstate.education/defenddissent/chapter/digital-threats/

*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/

**torproject.org/
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For more information, check out Encrypted Messaging for
Anarchists*, and Defend Dissent: Protecting Your Communications**.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to
create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files*
and Defend Dissent: Metadata®.

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Synchronous communication

Unlike asynchronous communication®’, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as «peer to peer».

“*anarsec.guide/posts/e2ee

**open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

“anarsec.guide/posts/metadata

*open.oregonstate.education/defenddissent/chapter/metadata/

“"anarsec.guide/glossary/#asynchronous-communication
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s JKUTH 0e3 yIoOCTB, IPOJAaBA€MbIX HaM TeJIeKOMMYHUKAIIMOHHBIMIL
KOMITAHUSIMU, MBI JTOJDKHBI 3aIIIUTUTD (VI BO3POAUTH) HAIITY CIIO-
COOHOCTH KT Oe3 IOCTOSHHOTO IOgKIIoUeHNs K IHTepHeTy, Ge3
AJITOPUTMUYECKUX YKAa3aHUII B peaIbHOM BpeMeHU U Oe3 GecKoHeu-
HOIT TUOKOCTHY, ITO3BOJILIOIIEI MEHITH IUIAHBI B IIOCJIEHIOI0 MUHYTY.

Eciut BBI penin nCIonb3oBaTh TeaedoH, UTOObI MAKCUMAJIBHO 3a-
TPYAHUTH IIPOTUBHUKY €r0 Te0JIOKALNIO, IIepEXBAT COOOIIEHNIT YT
B3JIOM, mcrosb3yitre GrapheneOS" . Eciiu MbI {OTOBOPMMCS MCIIOJIb-
30BaTh TOJIBKO 3alIM(POBaHHBIE CPENCTBA CBA3M ' AJIsI 001IIe-
HUA C APYTUMM QHAPXMCTAMI, TO 3TO VCKJIIOUNT VICIIOIH30BAHYE
daumn-renedoHOB U CTALIMOHAPHBIX TeJIe(POHOB.

GrapheneOS - equHCTBeHHas oIepalllOHHAs CUCTeMa I cMapTdo-
HOB, KOTOpas ofecIlieunBaeT pa3yMHyI0 KOHUIEHIIMAIBHOCTD 1 6e3-
OIIACHOCTb.

Y1006BI HPEeFOTBPATUTH OTCIEKMBAHIE BAIINX II€PeMele I,
oOpararitech co cMapT(OHOM KaK €O CTAIIMIOHAPHBIM Texedo-
HOM I OCTABJIANTE €ro JoMa, KOIja Bac HeT JqoMa. Jlake ecian Bbl
MCIIONIb3yeTe AaHOHUMHO IpuoOpereHHyio SIM-kapty, ecnu B 6yy-
1[eM OHa Oy[IeT CBsI3aHa C Ballleil JIMUHOCTHIO, y MOCTABIIMKA YCIYT
MOKHO OyIeT 3aJHIM UMCIOM 3alPOCUTH JAaHHBIE O reojokaruu. Ec-
JIM BBI UCIIONIB3yeTe TeseOH Tak, KaK MbI peKOMeHyeM (KaK yCTpOIi-
CTBO, paboTaroiriee Toabko uepe3 Wi-Fi'’* u mocrossHHO Haxopsieecs
B aBUapeX1Me), OH He Oy/IeT MOAKII0YATHCS K BBIIIIKAM COTOBOIL CBSI-
3u. HemocTaTouno ocraBiars TesedoH OMa TOIBKO TOTA, KOTAA BbI
cobupaeTrech Ha BCTpeUy, JEMOHCTPALMIO MM MEPOIIPUITIIE, IOTOMY
YTO 3T0 OYHET OTKIIOHEHMEM OT BAIllell OOBIUHOV MOJEIN ITOBEIEHIST
U IIOCJIY’KUT IIPU3HAKOM TOTO, UTO B 3TO BPeMsI IIPOUCXOANT IIpe-
CTyITHAd [eATeIbHOCTb.

Ecnu BbI He cumTaeTe, UTO BaM HY’KeH «3alIn(poBaHHBII CTAINO-
HapHBI TeseOH», BBI MOKeTe KUTh coBceM Oe3 Tesedona. Ciemyto-

“anarsec.guide/posts/grapheneos/
?anarsec.guide/posts/e2ee/
anarsec.guide/posts/grapheneos/#what-is-grapheneos
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e CTpaTeruy MUHUMI3alln HOTpe6HOCTI/I B TeHe(bOHaX OCHOBAHBI
Ha JMICIIOJIb30BaHVV KOMIIBIOTEPOB, I'N€ CMHXPOHHAad CBA3b TaK¥XK€E€ BO3-
MOXHa, HO 6oee OorpaHmy4€eHa.

Biopokpatusa

MHorue GOpoKpaTUUecKue YUPeKIeHs, C KOTOPBIMI HAM IIPUXO-
IUITCS IMETD JIeJI0, He II03BOJISIOT XKUTH 0e3 TeedoHa: 3mpaBooxpa-
HeHue, 6aHKOBCKOe meio u T. 1. Obiienne ¢ 60pokparueit He 00s13a-
TEJIBHO OJDKHO OBITh 3aIIM(PPOBAHO, [I09TOMY BbI MOYKETE UCIIOIb30-
BaTh npuioxenue Voice over Internet Protocol (VoIP)'. 9to mo3sosnnt
BaM coBepLIaTh TelepOHHbIE 3BOHKY uepe3 VIHTepHeT, a He uepes co-
TOBBIE BBIIIKHA.

JIo60e npunoxenne VolP, mocTynmHoe Ha KOMIIBIOTEpe, SBISIETCSI
ACHMHXPOHHBIM, IIOTOMY UTO OHO He 3BOHUT, KOT'1a KOMIIBIOTEp BBI-
KJIIOUEH — BBI IToJIaraeTech Ha (PYHKIVIO TOJIOCOBOI IIOYTHI AJIS BO3-
BpaTa IIpOoITyIIeHHBIX 3BOHKOB. Harpumep, Takoil cepBuc, Kak
jmp.chat, mpemocrasnser Bam VoIP-HOMep, KOTOPBIIL BBI MOKETe
OILIATUTH B OMTKOIIHAX, VI BBI COBEpIIIaeTe 3BOHKI C IIOMOIIIBIO
XMPP-nipmimoskenus — Cheogram® pa6oraeT Xxoporro.

VoIP 06BIYHO TOAXOINT IJIs JI00011 ABYX(paKTOPHOI ayTeHTUdMKa-
uun' (2FA), koTopas BaM Hy»KHa (KOTJa CepBIC TpeOyeT IOIyUnTh
CIJIyJaifHBIII HOMep JJIs BXOofa B cucTeMy). Ellte omHuM BapuanToM
ABJIAIOTCIOHIAH-TelepOHHBIE HOMepa'®.

Xorts 00BIYHO 3TO mopoxke, ueM VoIP, BbifeneHHBIN TeedOH MIN CcTa-
LMOHAPHBIN TeJedOH TaKKe XOPOIIO ITOAXOTNT ISl COBEPIIIEHNS U
npuemMa «OIpPOKpATUUECKUX» 3BOHKOB U3 I0Ma, KaK, Hallp1Mep, yIIOo-
MSAHYTBIX BBIIIIE.

“kicksecure.com/wiki/
Mobile_Phone_Security#Phone_Number_Registration_Unlinked_to_SIM_Card

*cheogram.com/

*anonymousplanet.org/guide. html#online-phone-number
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See When to Use Tails vs. Qubes OS*’. We do not offer «harm
reduction» advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists®®
Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

Mpunoxenue: Cnoeapsb

Asynchronous Communication

Unlike synchronous communication®’, both parties do not need to be
online at the same time. This relies on some sort of server to store
messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

End-to-end encryption (e2ee)

Data is encrypted*! as it travels from one device to another — endpoint
to endpoint — and cannot be decrypted by any intermediary. It can
only be decrypted by the endpoints. This is different from «encryption
at rest», such as Full Disk Encryption*’, where the data stored on your
device is encrypted when the device is turned off. Both are important!

*"anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
**anarsec.guide/posts/e2ee/

**anarsec.guide/posts/tamper/
“°anarsec.guide/glossary/#synchronous-communication
“tanarsec.guide/glossary/#encryption
“anarsec.guide/glossary/#full-disk-encryption-fde
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«encrypted landline» and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket®.

Your Computer

Operating system®’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network®'. See Tails for Anarchists®” and Tails Best

Practices®.

Operating system>*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials®’. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists™.

*anarsec.guide/glossary#operating-system-os
*tanarsec.guide/glossary#tor-network
*?anarsec.guide/posts/tails/
**anarsec.guide/posts/tails-best/
**anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/linux
*¢anarsec.guide/posts/qubes/
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Cessb

YroO6bI He HOCUTH € c0001I TeIedoH IOBCIOAY, HEOOXOMIMO N3MEHNUTD
crioco6 ob1ieHus, ecny BhI yoxke nomanu B cetnn'’. HamepenHoe cBefe-
HIle K MUHUMYMY IIOCPeJHIYECTBA S9KPAHOB B HAIIIUX OTHOLIEHUAX —
LieHHad IeJIb caMa 1o cebe.

Vcnionb3oBaHme «3anppOBAHHOTO CTAIMIOHAPHOTO TesedoHa» s
coBepIlIeHMs TeJe(OHHBIX 3BOHKOB I KOMIIbIOTEpaA JIsi OOMeHa 3a-
PPOBAHHBIMU COOOIEHNSIMI [T03BOJIIET HAM U30€KaTh HECKOH-
YaeMOoro II0TOKa yBeJOMJIEHII Ha YCTPOJICTBE, KOTOpOe BCeraa Haxo-
OUTCA IIOJ PYKOIL.

Ham Bcem He momeriano 661 BHUMATENBHO ITIOCMOTPETh Ha MOHO-
KyJIBTYpY IPYIIIIOBBIX YaToOB Signal, KoTopast 3aMeHIIa JIMIHbIe
BCTpeUM B HEKOTOPBIX UACTIX aHAPXMCTCKOTO IIPOCTpaHCcTBa. To, uTo
KyJIbTypa cMapT(dOHOB 3aXBaTIIa OPTaHM3AL[MI0 OTHOLLIEHNIT, TIPU-
HY’K[IaeT HAC K OECKOHEUHBIM BCTPEUaM, 32 KOTOPBIMU OTHOCUTEIHHO
JIETKO HaOII0IaTh.

TeMm He MeHee, 3a1I(ppPOBAHHBIE COOOIIEHNUS MOTYT OBITH IT0JI€3HBI
IUISL OTIpeJiesIeHNs JaThl ¥ BpeMEeHM BCTPEUN YUIM IJI IIPOEKTOB, BbI-
nonHsAeMbIX Ha paccrogaun. Cm. «Encrypted Messaging for
Anarchists»'®, rige omycaHbI pasiIMUHbIe BAPMAHTBI, IIOAXOASIIIE IS
aHAPXMCTCKOIL Mofenn yrpos’.

DKCTPEHHbIe 3BOHKM

IIpoxosxmit Ha yJInIle 4acTo OJOJDKUT BaM CBOJI TesleoH, YTOORI caie-
JIaTh CPOYHBIIL 3BOHOK, €CJIV BBI CKa)KeTe €My, UTO B BallleM Pas3psaa-
nack 6arapes. [ oJTydeHS SKCTPEHHBIX 3BOHKOB, €CJIM BBl HE MO-
KeTe JO3BOHUTHCS, KaK OIMCAHO BBIIIIE, MBI MOXKEM 3aXOJUTh APYT K
IOpyTy B TOCTM MJIU 3apaHee JOTOBAapMBAThCA O BCTpeUe C IIOMOIIIBIO
I poBaHHBIX coobueHuit. Kakue crieHapnuy TpeGyIoT, UTOOBI BbI

theanarchistlibrary.org/library/return-fire-vol-4-supplement-caught-in-the-net
*anarsec.guide/posts/e2ee/



OBLIN TOTOBBI IIPUHSITH 3BOHOK B JI100011 MoMeHT? Ecim oHu meiicTBu-
TeJIbHO CYILIECTBYIOT B Balllell )KU3HU, BbI MOYKETe OPraHM30BaTh IX,
He IIPOeLVIPYs 3Ty CPOUHOCTD Ha BCe OCTAIbHbIE cHephl ¥ MOMEHTHL.

HanpaeneHus

Kymnre 6yMakHyI0 KapTy Balllero paifoHa ¥ HOCHUTe ee ¢ coboir. [lna
IUIUTEJIBHBIX II0€3JOK TN II0e3J0K, B KOTOPBIX BaM HY>KHBI yKa3a-
HM, ucnoib3yiite OpenStreetMap'®, 4To6BI OTMETUTH UX 3apaHee.

My3bika M noAKacTbl

Ho cux nop BeintyckaroT MP3-mteepsl! 3a ropasgo MeHBIIYIO LIEHY
BBI MOKETE CIIYIIATh MY3BIKY M IIOAKACTBI, HO B ycTpoiicTBe HeT GPS
u paguo. OmHAKO 3TO He 3HAUNT, uTo MP3-m1eep He cMoskeT orpefe-
JINTH Ballle MecTonosoxeHue. Ecau oH nogkitouaerca k Wi-Fi, mpu-
O6nmsuTeIpHOE MecTonoNoXKeHe MP3-111eepa MOKHO OnpeqenuTs 1o
ero IP-anpecy.

Mpunoxenue: [Npotme
cMapTdoHa

Om Fernweh (#24)%°

TenedoH Bcerga ¢ HaMu, BCeria BKIIOUEH, HE3ABUCIMO OT TOTO, I/(e
MBI HaxoauMcs u uTo genaeM. OH Jep)KUT HAC B Kypce BCEero U BCex:
YTO JeJIAIOT HALUM APY3bs, KOIJA OTIPABIISETCS CIEAYIOIEe METPO I
Kakas roropa 0ymer 3aBrpa. OH 3a60TUTCA 0 HAC, OYIUT 10 yTpaMm,
HaIlOMIMHAET O B&KHBIX BCTpeuax U Bceraa cayiraer Hac. OH 3HaeT o
Hac Bce: KOTTIa MBI JIOKIUMCS CIIaTh, Toe MbI HAXOOMMCSI U KOT/A, C
KeM 00II[aeMcs1, KTO HAILIY JIYUIe APY3bs, KAKYI0 MY3bIKY MBI CIIy-

Yopenstreetmap.org/
*fernweh.noblogs.org/texte/24-ausgabe/gegen-das-smartphone/
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MpunoxeHue: PekoMeHaaumnm

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance?” for
the purposes of incrimination® and network mapping®*. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France®: «So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken» and must remain so, even if it’s
switched off, we become a potential state informer..”

You may also be interested in the Threat Library’s «Digital Best

Practices»?¢.

Your Phone

Operating system?”: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists®. If you decide to have a phone, treat it like an

*notrace.how/threat-library/techniques/targeted-digital-surveillance. html
#notrace.how/threat-library/tactics/incrimination.html
**notrace.how/threat-library/techniques/network-mapping.html
»actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
**notrace.how/threat-library/mitigations/digital-best-practices.html
*’anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/grapheneos/
»anarsec.guide/posts/nophones/
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HMIT, CIOCOGHBIX OCTAHOBUTH BOJIIOLMIO UeIOBEKA B IIOJIHOCTHIO KOH-
TpoJUpyemMoro pobora?

U uro ecny B KaKOII-TO MOMEHT MBI OKa)KeMCSI He B COCTOSTHMY 00pa-
TUTb 3TO PA3BUTUE BCISATH? UeI0BEUECTBO TOCTUIIIO MCTOPUUECKI
HOBOTO 9Talla Pa3BUTUA TEXHOJIOTUIL. JTAIl, HA KOTOPOM OHO CII0CO0-
HO YHIUTOXXUTH BCIO UEJIOBEUECKYIO KM3Hb (SaepHast SHeprus) IIu
MonudUIMPOBATh ee (TeHeTUUeCKMe MAHUITYIALNN). ITOT PaKT elrle
pas moquepKuBaeT HEOOXOAMMOCTD AEICTBOBATE YIKe CETOMHS, UTOOBI
YHUUTOKUTH 3TO 06IIeCTBO. [[JI1 5TOr0 HaM HYKHO BCTPEUATHCS C
JIIOOBMU Y JOHOCUTD O HUX CBOU MOEH.

PasBe He 0UEeBMHO, UTO €CJIU BMECTO TOTO, UTOOBI pa3roBapuBaTh
OPYT € APYroM, MBI OyJeM 00IIaThCs TOIBKO COOOLIEHUSIMU U3 AT
IIPEeIIOKEHNI WU MeHbIIIE, TO 3TO IPUBEAET K JOJITOCPOUHBIM I10-
ciencrBusm? Cyns o Bcemy, Het. [Ipexx/ie Bcero, T0, Kak MbI AyMa-
€M, BJIUSIeT Ha TO, KaK MBI TOBOPYM, ¥ HA060pOT — TO, KaK MBI F'OBO-
puUM U 0o0II1aeMcsl, BIUSET Ha TO, KaK MbI JyMaeM. Eciu Mbl MoxeM
0OMEHMBATHCS TOJIBKO CAMBIMU KOPOTKUMIU U JIAKOHMYHBIMU CO00-
L[EHUSMY, KaK MbI MOX€M FOBOPUTH O COBEPIIIEHHO APyroM mupe? A
€CJIV MBI Ja)ke He MO)KeM TOBOPUTH O JPYTOM MIpe, KaK MbI MOKEM K
HeMY NPUOIU3UTEHCA?

[Ipsimoe 001LIeHME M€y aBTOHOMHBIMMU JIMYHOCTSIMI — OCHOBA JIFO-
60ro COBMECTHOT'O BOCCTAHMsI, 3TO OTIIPaBHAsI TOYKA OOIINX MeUTa-
Huit 1 o61reit 60ppObL. Be3 HemocpencTBEHHOTO 061IeHNsT 6OpBOa
IIPOTMB TOTO MUPA U 32 CBOOOY HEBO3MOKHA.

Taxk masaitre >ke n36aBUMCH OT CMapTGHOHOB U BCTPETUMCS JIMI[OM K
JIUIY B BOCCTAaHUM ITPOTHB 3T0or0 Mupa! [laBaiite cTaHeM HeyIIpaBiIs-
eMbIMu!

c a2day.org®

**a2day.org/izbavsya-ot-shpiona-v-tvoem-karmane
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LIaeM U 4eM yBilekaemcs. M Bce, 0 UeM OH NPOCKT, — 3TO HEMHOTO
3JIEeKTPMUECTBA BpeMs OT BpeMeHM?

Korpa s mporysnusaioch o pailoHy MJIM ey B METpO, I BUIKY 9TO IIO-
UTH Y BCEX, ¥ HUKTO He MOKET IPOJiepKaThCs HOJbIIIE HECKOJIBKIX
ceKyHJ 6e3 Toro, 4To6BI CyJJOPOXKHO He IOTIHYThCA K KapMaHYy: 0-
CTaTh MOOVIJIBHBII TeJeOH, OTIIPABUTh COOOIIeHNe, IIPOBEPUTD
3JIEKTPOHHYIO II0YTY, IIOCTaBUTH Jaiik ¢pororpadum. Ero cHoBa yoM-
paroT, KOPOTKMII IIepephIB, I BOT MBI yKe CHOBa IIpOCMaTpMUBaeM ce-
TOOHSAIIHIE HOBOCTY I IIPOBEpSEM, UeM 3aHMMAIOTCS BCe APY3b4...

9TO HAIll COYTHUK B TyajyleTe, Ha paboTe WIN B IIIKOJIE, 1, OUEBUIHO,
OH ITIoMoTraeT 60pPOTHCS CO CKYKOJ BO BpeMsI OKMJaHUsI, pabOThI U T.
I. Bo3aMosxHO, 3TO O[{HA U3 NIPMUNH yCIIeXa BCeX STUX TeXHOJIOTIMYe-
CKIX YCTPOJICTB: peasbHas KMU3Hb HACTOJIBKO UEPTOBCKY CKYUHA I
0HOOOpa3Ha, UTO HECKOJIBKO KBAIPATHBIX CAHTUMETPOB 9KpaHa II0-
YTY BCerjja OKa3bIBAIOTCS OoJlee 3aXBaThIBAIOILVIMIL, YeM MU U IO
BOKPYT Hac?

ITO KaK 3aBUCUMOCTS (y JIFOJEN OIIpeeIeHHO ObIBAIOT CHMIITOMBI
OTMEHBL...) JUIM 9TO Ja’Ke CTAJIO YacThio Harrero Texa? bes renedona
MBI YK€ He 3HaeM, KaK COPMEHTIPOBATHCS, ¥ UYBCTBYEM, UTO UETr0-TO
He xBartaet? To eCTb 3TO y’Ke He IMPOCTO MHCTPYMEHT WM UTPYIUKA, &
YacTh HAC, KOTOpast TAaK)Ke OCYILIECTBIISIET HA/l HAMMI OTIpeIesIeHHbIII
KOHTPOJIb, K KOTOPOMY MBI IIPUCIIOCA0IIIBA€MCsI, HATIPUMED, He BBI-
XOJIs M3 IOMa [0 IIOJIHON 3apsiAKM akKyMyJsitopa? fBnsercs nn
cMapTdOH MEPBBIM IIATOM K CTUPAHUIO TPAHV MEX/y YeJIOBEKOM I
po6otom?

Korma MbI BUiuM, UTO MPOpPOUAT TEXHOKPATHI BCEX MACTel (OUKU
Google Glass, BKUBJI€eHHBIE UUIIBI 1 T. [.), KAXKETCS, UTO MBI JBVKEM-
¢ K TOMY, YTOOBI CTaTh KUOOpramu, JIIOOEMI C BXXUBIEHHBIMU
cMapToHaMU, KOTOPHIMI MBI YIIPABJISIEM C IIOMOIIBIO HAIIINX MBIC-
Jteit (IIOKa HAIIIM MBICIV CAMU HE CTAaHYT OKOHUATENIBHO yIIpaBJsie-
MbIMn). HeyainBuTeIpHO, UTO CpeicTBA MAacCOBOI MHQPOPMALIVIN, BbI-
pasuTeIU rOCIOACTBA, ITOKA3BIBAIOT HAM TOJIBKO ITOJIOKUTEIbHbIE
CTOPOHBI 3TOTO Pa3BUTUSA, HO LIOKMPYET TO, UTO IIOUTH HUKTO He CTa-
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BUT IIOJ] COMHEHIE 3Ty TOUKy 3peHus. ITo, HaBepHoe, caMad cMejas
MeuTa KayKIO0To IIPABUTENS: MMETh BO3MOKHOCTb IIOCTOSHHO CIeINUTh
3a MBICTISIMIU ¥ JEVICTBMSMM KasKIOTO M HeMeJIEHHO BMEIIIBAaTECA B
ciryuae Jio6oro HapyeHus. [IoJHOCTBI0 KOHTPOJIMpPyeMBble U YIIPaB-
nseMble paboydre ITYesIbl, KOTOPBIM B KaueCTBe BO3HATPaKIECHMS pas-
pellIeHO HeMHOTO (BUPTYaJIbHO) PasBIeUbCs, IIOKA HECKOJIBKO YeJIo-
BeK ITOJIyYalOT IIPUOBLIE.

C orpoMHBIMI 00'beMaMU JaHHBIX, KOTOPBIE Telleph TaK JIETKO IT0JIy-
YUTH OT BCEX U KAXK/IOTO B JI000€ BpeMs CyTOK, COLMAIBHBIN KOH-
TPOJIb U CJIEKKA TAK)Ke BBILLLIY HA COBEPIIIEHHO HOBBII YpOBeHb. Te-
I1eph 3TO BBIXOQUT JAJIEKO 32 PAMKI IIPOCIYIIMBAHMS MOOMIIBHBIX
TeepOHOB MU IIPOCMOTPA COOOIIEHMTI (KaK BO BpeMs OeCIIOpsIAKOB
B BenmkoGpuranum B 2011 roxy).

VMes TOCTYII K HEBEPOATHOMY KOJIMYECTBY MH(POPMALY, CIIELICITYXK-
OBbI CITOCOOHBI OIIPEENINTD, UTO SIBISIETCS «HOPMAaJIbHBIM». OHM MO-
I'yT OIIpeHeNTh, KaKye MecCTa IBJIAI0TCI « HOPMAIBHBIMI» IJId Hac,
KaKJie KOHTAKTHI ABJIAI0TCI «HOPMaJIbHBIMIU» 1 T. I. Kopoue roBops,
OHM MOTYT OBICTPO U IIOUTH B PEKMMe PeaIbHOTO BpeMeHM yCTaHO-
BUTbH, OTKJIOHSAIOTCS JIV JIIOOY OT CBOETO «HOPMAJIBHOIO» IIOBECHIS.
9TO JaeT HeKOTOPBIM JIIOASIM OTPOMHYIO BJIACTb, KOTOPAs UCIIOIb3Y-
eTcsl IPY KKIOM yIOOHOM cityuae (HarpuMep, [y CJIEKKM 3a JIF0b-
M1m). TeXHOJIOTMA — 9TO YACTH BIACTHU, OHA MICXOMNUT OT BJIACTU M HYK-
naercs B Heil. UTOOBI CO3/1aTh UTO-TO Bpoae cMapTdoHa, Hy>KeH MUp,
B KOTOPOM JIIOAY 00J1a1al0T OTPOMHOII BIAaCThI0. Bee TexHOMOTMM 5B-
JIFIOTCA IIPOyKTOM HBIHEIIIHETO YTHETAIOIer0 MIPA, €r0 YacThI0 U
OyZyT yCHIUBATB €ro.

B coBpemMeHHOM MMpe HUUTO He ABIgeTca HeliTpasbHBIM. Ha cero-
OHSIITHAI TeHb BCe, YTO ObLIO Mian pa3pabaThIBaeTcs, HAIIPaBIeHO Ha
paciupeHne KOHTPOJISI U 3apabaTbIBaHMe qeHer. MHOTIe MHHOBa-
LMY IOCTIeTHMX HecatuieTuit (takue kak GPS, snepHas sneprernka
VI MHTEPHET) JaKe MICXOAAT HeIlOCPeCTBEHHO OT BOeHHBIX. Yarlle
BCETro 3TU [Ba acIleKTa MAYT pyKa o6 pyKy, HO «0JIaroCOCTOsSIHIIE Ue-
JIOBEUeCTBa», KOHEUHO, He SIBJIIeTCsS MOTUBAaLell, 0cCoOeHHO KOTaa
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9TO pa3pabaThIBae€TC BOEHHBIMU. BO3MOKHO, IPUMED apXUTEKTYPhI
MOKET JIyUllle IIPOUJUIIOCTPUPOBATD CTOJb CJIOKHYI TEXHOJIOTUIO:
BO3bMEM ITyCTYIO I HEVICIIONB3YEMYIO TIOPHMY, UTO MOKHO CHENATh C
3TUM COOpPYKEHIEM, KpoMe Kak cHecTu ero? Cama ee apXmUTeKTypa, ee
CTEHBI, CTOPO’KEBBIE BALIHIL, KAMEPHI YKe COIepKaT B cebe HazHAUe-
HILE TOTO 3IaHN: 3aKJII0UATh JII0JEl B TOpbMY. CaMa ero apXuTek-
Typa, ero CTeHbI, €ro CTOPOKEBbIe OAIIIHI, er0 KaMephl YKe COepKar
B ce0e 11eJIb 9TOTO 3MaHVS: 3aKJII0YATh JIFOENl B TIOPbMY U YHUUTO-
’KaTh UX IICUXOJIOrMYecKN. 11 MeHd ObIJIO ObI HEBO3MOKHO KIUTh
TaM, IMPOCTO IIOTOMY UTO 3[]aHI€E YTHETAET.

To >xe camoe IIPOUCXOAUT CO BCEMU COBpeMEHHBIMI TeXHOJIOT UM,
KOTOpBIE MPEIIOLHOCATCI HaM KaK IIPOrPeCC U TO, UTO objieryaer
KusHb. OHU GBLIN CO3AHBI C LIENBI0 3apabaThIBAHUS I€HET U KOH-
TpOJII HaJ HaMu, U Tak 6ymaer Bcerma. CKOJIBKO ObI IIPEVIMYIIECTB HUL
maBaja BaM cMapT(doH, Te, KTo GoraTeet, coOuMpast Ballly JaHHbIE U CJIe-
I 32 BAMU, Bceraa OyAyT IoIydaTs OOJIbIIe BBITOABI, UeM BhI. Eciu
paHbliIe TOBOPIIIY, YTO «3HaHNE — CUJIa», TO CETOAHS CIeayeT TOBO-
PUTh, uTO «MHPOpManUI — cyiia». UeM OoIbIlle IIPaBUTENN 3HAIOT O
CBOeII IIacTBe, TeM JIyUIlle OHUM MOTYT HaJ Hell BJIacTBOBAaTh — B 3TOM
CMBICJIE TEXHOJIOTHS B I[€JIOM SBJIAETCS MOIIHBIM MHCTPYMEHTOM
KOHTPOJI4, [I03BOJIFIOLIMM IIpeCKa3bIBaTh M TEM CAMBIM IIPEIITCTBO-
BaTh 00'bEeIMHEHIO JIFOMIEN I HAlaleHUs Ha TO, YTO UX YTHETAET.

I1uM cMapToHaM, KaKeTCs, HY)KHO HEMHOTO GOJIbIIIe, UeM IIPOCTO
HEMHOTO 3JIeKTpUYecTBa... B HalleM IMoKoJieHun, KOTopoe, 1o Kpaii-
Hell Mepe, 3HaJI0 Mup 6e3 cMapT(OHOB, BO3MOKHO, eIlle eCTh JIIOMN,
KOTOpbI€ IIOHNMMAIOT, O YeM 51 FOBOPIO, KOTOPBIE BCe ellle 3HAKOT, KAKO-
BO 9TO — BECTU JMCKYCCUIO, He TIIAI Ha TeseOH KaKIble TPUOLATh
CEeKYHJI, 3a0JIyAUTHCS Y OTKPBITH IS ceOst HOBBIE MeCTa, MIJIV II0CIIO-
PUTH 0 ueM-TO, He obparasich 3a orBeToM K Google. Ho s He xouy
BO3BPAILATHCS B IIPOLILTIOE, XOTS 3TO OBLIO ObI HEBO3MOXKHO.

Ho uem Gosblile TEXHOJIOI MY IPOHMKAIOT B HALILY KU3Hb, TEM CIIOXK-
Hee UX YHIUTOXNUTb. UT0, ecyiy MBI — OJJHO U3 IIOCJIeHUX ITOKOJIe-
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