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Avtn 1 €xdoon Tng prpocolpag Tpomomolifnke TeAevtaio POp& GTIg
2024-04-23. Emiokéyou to anarsec.guide/el yia va deig e €xel evnpe-
pwOei ard ToTE.

To ovpPoro otiréto T oe pua AEEN onpaivel OTL LITGPXEL PLa KATOXDPL-
o1 067T0 YAwoodpt yioe avtriv. Ai ferri corti.

To AnarSec eivon éva véo PonOnpa wov éxetl oxediaotel yiox v fonoi-
O€L TOUG ovopYLKoUS va tAonynBovv oto exOpikd Edapog tng teyvo-
Aoylag — apuvTLKol 08N Yol Lo Yn@Lokr) aoQAAELO KOl VOVURLCL, KO-
B¢ kou emiBetikol 0dnyoi yix yakivyk. OAot ot 0dnyoi diatibevron oe
popor booklet yia extdmwon ko Ba evpepodvovTo.
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Tails

« Tails for Anarchists
« Tails Best Practices

Qubes OS
» Qubes OS for Anarchists
TnAépwva

o YKOTWOE TOV UTATGO GTIV TGETI GOV
+ GrapheneOS for Anarchists

T'svika

+ Linux Essentials

+ Remove Identifying Metadata From Files
« Encrypted Messaging for Anarchists

« Make Your Electronics Tamper-Evident
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H amoteleopatikn) KOUATOVPA AACOAAELOG KOL ) ETILYELPT|OLAKT] ALOPOL-
Aewat epmtodilouv Tig SuVaELg KATAGTOANG v Yyvwpilovy yia Tig oL-
YKEKPLHEVEG EYKANHOTIKESG PG OpaaTNpLOTNTEG, AN Ko yia T {wn
HoG, TIg oXéoelg pag?, ta potifa petakivinong pog kot obtw kabeEng.
Avth 1) yvoom givot éva TEpAOTLO TTAEOVEKTIHA YLO TOV TTEPLOPLOUO
TV VIOTTWV Kat TN dteEaywyr oToyeLpéVNG TapakolovBnong. Avtd
o &pBpo Bo mepLypdPet PepLiég OTPATNYLKEG YL VXL GKOTWGETE TOV
WItATCO GTNV TGEMN 0OG

H tomoBesio tov tnAepdvov cag mapakolovbeital avé thoo otiypr®
Kot LT T OeSOPEVO GLAAEYOVTOL QTTO LOLWTIKEG ETALPELES, EMLTPETO-
VTOG GTNV XOTUVOHLX VoL TTaepork et Tnv aevarykn €xdoong evidpa-
10G. Tt vty vwpLo ik LALKOD Kot oL TAN popopieg cuvdpopng* Tov
TNAEPOVOL KaTOYpAPOVTAL atd K&Be TOPYO KLVNTAG TNAEPOVIAG GTOV
omoio cuvdéeTan To TNAEPWVO cag. Yrnpeoieg hacking, 6mwg n
Pegasus®, Bétouv tov AN p1 cUPPLBACHS TV THAEPOVLY ot amdoTo-
o1 VATTVOT|G KO KoL atd TIG TOTILKEG opXEG EMLBOANG TOL VOHOU
ko givan “pndevikd kAk”, wov onpaivel 6tL dev eEaptdvVTOL OTTd TO AV
K&veTe KALK o€ évay oOVOEGHO 1) avoikeTe évar opyelo yior Vo York&pouvv
TO TNAEQWVO G0G. ATtO TNV GAAN TAELPA, apoD TepLocdTEPOL ATd 30
epmpnopol oe puo pkpr wOAN g Faddiag épetvav ave€iyviaotol, ot -
peLVNTEG TapoutovEéBnkav® OTL «eivo adbvarto va yprotpomonfovv
dedopéva TNAEPDOVOL 1 OXTHATOG TTELDT) AELTOVPYOVV XWPLG TNAEPWVX
1 autokivnTa!»

'notrace.how/blog/a-base-to-stand-on/mia-base-gia-na-statheis.html
*notrace.how/threat-library/techniques/network-mapping.html
*vice.com/en/article/m7vgkv/how-fbi-gets-phone-data-att-tmobile-verizon
*anonymousplanet.org/guide html#your-imei-and-imsi-and-by-extension-your-
phone-number
*amnesty.org/en/latest/research/2021/07/forensic-methodology-report-how-to-
catch-nso-groups-pegasus/
‘actforfree.noblogs.org/post/2022/04/17/grenoblefrance-these-saboteurs-of-the-
ultra-left-have-been-elusive-for-five-years/

4

VolP (Voice over Internet Protocol)

Google Voice is a well-known and insecure VoIP service; this
technology routes your calls over the Internet (as Signal does) instead
of using standard cell tower transmission. Unlike Signal, VoIP allows
you to receive calls from anyone, not just other Signal users. The
advantage of using VoIP for calls over a data plan is that you can
create different numbers for different activities (one for bills, one for
signing up for a Signal account, etc.), and you never need to turn off
Airplane mode. The advantage of using a data plan instead is that you
can use it away from Wi-Fi, at the cost of geolocation (i.e. it will be
possible for your service provider and possibly other parties to know
where your device is at any given time).
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Tor network

Tor** (short for The Onion Router) is an open and distributed network
that helps defend against traffic analysis. Tor protects you by routing
your communications through a network of relays run by volunteers
around the world: it prevents someone monitoring your Internet
connection from learning what sites you visit, and it prevents the
operators of the sites you visit from learning your physical location.

Every website visited through the Tor network passes through 3
relays. Relays are servers hosted by different people and organizations
around the world. No single relay ever knows both where the
encrypted connection is coming from and where it is going. An
excerpt from a leaked top-secret NSA assessment calls Tor “the King of
high secure, low latency Internet anonymity” with “no contenders for
the throne in waiting”. The Tor network can be accessed through the
Tor Browser on any operating system. The Tails*® operating system
forces every program to use the Tor network when accessing the
Internet.

For more information, see Tails for Anarchists*® and Privacy Guides®’.
To understand the limitations of Tor, see the Whonix documentation®®.

Two-Factor Authentication (2FA)

Two-factor authentication (or “2FA”) is a way for a user to identify
themselves to a service provider by requiring a combination of two
different authentication methods. These can be something the user
knows (such as a password or PIN) or something the user has (such as
a hardware token or mobile phone).

**torproject.org/

**anarsec.guide/glossary/#tails
**anarsec.guide/posts/tails/#tor
’privacyguides.org/en/advanced/tor-overview/
**whonix.org/wiki/Warning
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Kpuntoypapnon_kat

YEWEVIOTGHOG

Y pLa TPOOoPATI) KOTOGTOATIKY emLyeipnon’ evavtiov evog avapyL-
KoU, 1 acTuVopia TapakolotBnoe tn yewypagpikn Oéon tov flip phone
TOUL LITOTTOV GE TPAYRATIKO XpOVO Kal £QTIaEe po Alota pe GAovg o-
oovg eiye kaAéoel o vitomtog. Eivo yvwotd 6TL Tétoteg mapakorovdn)-
oelg dev eivan aocvvrBioTeg, Ko OpwS moAlol cOvTpool éxouv padi
TOUG €VOL KLVNTO TNAEPWVO OOV KL OV TAVE, 1) KAVOLV 1) KPLTTTOYPa-
enpéveg xAnoelg oe GAlovg avapytkovs. Ilictebovpe 6TL kot oL dvo
QUTEG TPAKTIKEG TTPETTEL VO artoPeLYBovv. Ag unv k&voupe Tn dovAeld
TNG QO TUVOHING KOL TWV VITNPECLOV TANPOPOPLOY TOGO EVKOAT, TOPA-
did0OVTAG TOVG T KOLVWVIKG G SLKTUN KOl TO LOTOPLKO YEWYPOPLKOD
EVTOTLOHOV OE AGTHEVLO TTLATO.

E&v dev piyete amd o omitt pe TNAEQ®VO, 1) aoTuVOpia Do Tpémer vau
KOToQUYEL 0€ QUOLKT TTapakoAovBno yio va Tpocdiopicel ot Ppi-
OKEOTE, 1) onola amattel TOPoLG ko eivo aviyvevoipn. Eav moté fpe-
Beite LTO PuoIKT TapakoAoVOnoT, To TPDOTO Pria TOL EpeLVNTY) Elvail
VO KOLTOLVOTOEL TO «TTPOPIA KIVNOTG» 0OG KAL TO LOTOPLKO YEWYPOPL-
KNG BEoNG TOL TNAEPDOVOL GG TTOPEXEL JLLOL AETITOHEPT) ELKOVA TWV KO-
Onpepvev cag potifwv.

Mepikol avapyikoi avtamokpivovtol ota TpoPfARpaTa He To
smartphones ypnoipomnoiwvtog flip phones 1 otabepd tnAépwva yio
VO ETTLKOLVOVOUV PeTAED TOUG, 0AAG avTO dev elvan o kadr) Avor). Tor
Kntd kot otolfepd TNAEQwva dev LTOOTNPLLOLY KPLITTOYPOAPNUEVT)
emkowvoviat, omdte To kpdtog padaivel Tolog HIAdEL e TOLOV KoL Yo
T pdder. Evog mpotoapytkdg 6TOX0G TNG GTOYEVHEVNG ETLTHPNONG €i-
VoL 1] XOPTOYPAPTOT) TOL KOLVWVLKOU SIKTOOL TOL GTOYOV TTPOKELHEVOL
Vo evTomLoTobV GAAoL aTd)oL. O HOVOG TPOTTOG YL VO OTTOPUYOUVLE VAL
dWooLpE aUTEG TIG TANPOPOpieg oToVg eXOpOlS pag elval va xproipo-

"notrace.how/resources/el/#ivan



TLOL)COVHE PHOVO KPUTITOYPOUPTHEVO HECO® YL VOL ETTLKOLVWOVI)GOUE e
GAAOUG avapYLKOVG HEGW TNG TEXVOAOYIOG.

Mortifia peTadEO0pEVOV

H xowvovikomoinom tng ouvexog cuVOeSIHOTNTAG EVTOS TNG Kuplap-
XNG KOWViog £xeL 00N YNOEL OPLOHEVOUG OVOPYLKODG VO CTHELOGOLY
owoTd 0Tt T peTadedopéva’ Tov TnAepdvou eivar xpricipo yioe Toug e-
peuvnTéc. QoT600, To cLPTEpacpa oL Pydlovy K&oLloL amd VT TN
dwamiotwor, 6t dnAadr) “dev mpémel TOTE var KAELVOUpE TO TNAEP®-
vo™’, pag odnyei oe AdBog xatevBuvern. H Aoyikr) toug eiva 4tL oL ok~
AnAemidphoelg oog pe tnv texvoloyio oxnpatilovv éva Paoikd poti-
Bo petadedopévmv kot oL GTLYPEG TOL aokAivouy atd auth) T Pfoot-
K1 YPOUpr] yivovtan OIomnteg v GUUITIITTOUY [ TO TOTe CUPPaiveL pua
dpdaon, 1 omolia propet va yprnotpomondel amd Tovg epeLVNTEG Yo Vo
mepLopicovy Tovg LITdTTOLS. Evd arutd eivar adfiBeia, to avtibeto ou-
prépoacpa eivot oAl 1o Aoyiko: oL avopyikoi Bo Tpémet vor eloyL-
otormotjoouvv T dnpovpyia potifwv petadedopévev oTo omoin ot &-
pevvnTég Ba éxouvv mpocPoaom.

Ot ovvdéoelg pag e TLG LITOSOHEG TNG KupLaPYLaG TTPETEL VaL TTaLporlei-
vouv adtopaveig ko ampofAenteg, av BéAovpe va St pricovpe TV
LKOVOTNTA PO va XTumtiooupe Tov ex0po. Tu yiveton av 1) avayvopion
7oL aoteiton yo P Spdor mepthopfavel éva oAdkAnpo Zaffato-
KOPLAKO HokpLd amd nAekTpovikég ovokevés H ag Eexivijooupe pe To
atAd YEYOvOg OTL T THAEPVOL TTPETTEL VAL CLPT)VOVTOL OTO GTTELTL KATX
N Sidpreta pog dpaong - avtod yivetou 1) eEaxipeon oe éva potifo po-
VO oV T THAEPWVX LOG GLVOOEDOLY KATA To XA OTTOL KL AV TTOLE.Se
Hia Kovovio Tk “mévto ouvdedepévn” (i, omoladnote amd autég
TG aAAayég petadedopévov Bo KOAANGEL Gty TOVEPEVOG OVTIYELPAC,
aAA& avTd dev oupPaivel eqv apvnBeite va eloTe cLVEXDG GLVOESEE-

*anarsec.guide/posts/e2ee/
*web.archive.org/web/20210126183740/https://325.nostate.net/2018/11/09/never-
turn-off-the-phone-a-new-approach-to-security-culture

6

Operating system (OS)

The system software that runs your device before any other software.
Some common examples include Windows, macOS, Linux, Android,
and i0S. Linux and some versions of Android are the only open-source
options on this list.

Synchronous communication

Unlike asynchronous communication*’, both parties must be online at
the same time. This does not require servers for the communication
and is often referred to as “peer to peer”.

Threat model

Threat modeling is a family of activities for improving security by
identifying a set of adversaries, security goals*®, and vulnerabilities*,
and then defining countermeasures to prevent or mitigate the effects
of threats to the system. A threat is a potential or actual undesirable
event that can be malicious (such as a DDoS attack®’) or accidental
(such as a hard drive failure). Threat modeling is the deliberate activity
of identifying and assessing threats and vulnerabilities.

For more information, see the No Trace Project Threat Library®?,
Defend Dissent: Digital Threats to Social Movements®* and Defending
against Surveillance and Suppression™.

“"anarsec.guide/glossary/#asynchronous-communication
“*anarsec.guide/glossary/#security-goal
*anarsec.guide/glossary/#vulnerability
*°anarsec.guide/glossary/#ddos-attack
*'notrace.how/threat-library/
*’open.oregonstate.education/defenddissent/chapter/digital-threats/
>*open.oregonstate.education/defenddissent/chapter/surveillance-and-
suppression/
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messages until the message recipients come online. This is the type of
messaging that most people are familiar with (email, Signal, etc.).

End-to-end encryption (e2ee)

Data is encrypted*! as it travels from one device to another — endpoint
to endpoint — and cannot be decrypted by any intermediary. It can
only be decrypted by the endpoints. This is different from “encryption
at rest”, such as Full Disk Encryption*’, where the data stored on your
device is encrypted when the device is turned off. Both are important!

For more information, check out Encrypted Messaging for
Anarchists*, and Defend Dissent: Protecting Your Communications**.

Metadata

Metadata is data that provides information about other data. For
example, a JPG file contains the actual image (data) but it may also
contain metadata such as the date the file was created, the type of
camera, GPS coordinates, and so on. Metadata can be valuable to
attackers (to find appropriate exploits for outdated software the target
is using), government agencies (to collect information about people to
create social graphs), and other parties (to target location-based
advertising). Whenever you use a computer, you are likely leaving
metadata behind.

For more information, see Remove Identifying Metadata From Files*
and Defend Dissent: Metadata®.

“anarsec.guide/glossary/#encryption

“anarsec.guide/glossary/#full-disk-encryption-fde

“anarsec.guide/posts/e2ee

“*open.oregonstate.education/defenddissent/chapter/protecting-your-
communications/

“anarsec.guide/posts/metadata

*open.oregonstate.education/defenddissent/chapter/metadata/
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vol. 't var eAaX16T0TONGETE TO ATOTOTTON pHETOOESOPEVDV,
TPETEL VI AP\ GETE TO TNAEPOVO GG GTO GTITL ATO TPOETIAOYN.

Xperd(eote MPAYHOTIKY Evar

TNAEQPWVO;

To tnAépwva éxouvv amotkioet tnv kabnpepivr {wn emeldr] ol avBpw-
7oL £xovv evotatayOel pe tnv memoifnon 6TL ypedlovton avyypovy e-
mKowvwvia k&Be otiypr. Zvyypovy" onpaivel 6L dvo 1 TeplocdTEPOL
HEPT) ETLKOLVWVOUV O€ TPAYHATLKO XpOVo, o€ avTifeon pe k&t aovy-
xpovot 61T®G TO NAEKTPOVLKO TarYLIPOELD, OTTOV TOL PN VOHOLTO QLITO-
OTEAAOVTOL OE SLUPOPETIKES X POVIKES OTLYHEG. AUTH 1) «OVAYKN» EXEL
kovovikomownBel, adA& a&ilel va avtiotabolpe péoo oTOV AvapyLKod
xopo. H avapyio propet va eivor povo avtiPropnyaviki. Ipémer va
p&Bovpe va Lodpe Ywpig TIG AVECELS TTOV HAG TTWAOVV OL ETULPELEG TH)-
AETKOLVOVLOV, TTPETEL VOL LTTEPACTILGTOVHE (1] VO AvO{WITUPOGOVYLE)
NV IKavOTNTa pag vor {oOpe xwpig va eipacte cuvdedepévol ato Ala-
dikTvo avd Thoa oTLYpR, Xwpig alyoplBpLkéc odnyieg oe TpaypaTIKo
XPOvo kot ywpig tnv dutetpn evelEio va addalovpe oxédia TV TeAev-
Talo oTLYpn.

E&v amopacicete vo xprnoLLoToLioeTe £va TNAEPOVO, TIPOKELLEVOL Vi
dvuororéPete 660 TO duVATOV TEPLEGATEPO EVOLV OVTITTOAO VXL TO YEW-
ToPOokoAoLOT|oEL, VO LTTOKAEYEL TOL U VOHATA TOU 1] VO TO YOtKAPEL,
xpnotpomoujote to GrapheneOS''. Av umopovje Vo GUULPWVCOVE VO
XPNOHOTOLOV|E HOVO KPUTLTOYPUPNHEVEG ETLKOLVOViEG'? Yl var
ETLKOLVOVOUPE PE XAAOVG avapyLkog, avtd amokAeietl ta flip
phones ko ta otaBepd TnAépwva. To GrapheneOS eival To poévo Aet-
ToLPYLKO oo smartphone Tov apéyel EDAOYO XITOPPTTO KOL O-
opdhela.

*theanarchistlibrary.org/library/bismuto-beyond-the-moment#toc1
"anarsec.guide/posts/grapheneos/
*anarsec.guide/posts/e2ee/



I'a va arotpédete TNV TAPAKOAOVON GO TOV KIVIIGEDV 6OG, Of-
vipetoricte o smartphone cav 6taBepod TnAéPwVO KO CPT]-
GTE TO 0TO OTiTL OTaV £ioTE £ U0 TO GTiTL AKOHA KL OV XP1OL-
poroteite pa kapto SIM mov ayopdoate avedVLpR, edv ouvdebel pe
NV TRLTOTNTA 600G 6TO PEAAOV, popel v LITOPANOel avadpopd e-
POTNHX GTOV TAPOXO LINPESLOV Yio dedopéva yewypapikng 0éong. E-
Qv YP1OLLOTOLELTE TO TNAEP®VO OTWG GLVIGTOVHE (WG GLGKELT] HOVO
Wi-Fi'* mov dwatnpeiton og Aettovpyio mtrong avé Taoo oTiypr), dev
B ouvdebel oe Kepaieg kKIVNTAG TNAEPOVIAG. Aev apKel vor aprjveTe TO
TNAEQWVO GTO GTiTL HOVO ATV TINYALIVETE GE PLOL GUVAVTHOT), TTOPELa 1
dpdom, emerdn avtd Ba eival pua e€aipeot) od o Kovovikd potifo ou-
prtepLpopdg cag kot Ba xprnoyedoel wg £vdel€n OTL N eyKANHATIKN
dpactnprotnta AapPdvel ydpo oe avtd TO Xpovikd mopdbupo.

Mmopeite va emié€ete va {joete xwplg TNAEQwVa €€ 0AoKkATpoU, GV
dev auoBhveote Ot yperdleote éva “kpuntoypaenpévo otabepd TnAé-
@wvo”. OL akdAovBeg GTPATNYLKEG VI TNV EAXLOTOTOLNOT) TNG OVdL-
YKNG yia TnAépwva BacilovTol 6 LITOAOYLOTEG, OTTOU 1) GUYXPOVT) ETTL-
Kowwvia eivor emiong duvartr) aAA& Lo TEPLOPLOPEVT].

I'pa@erokpoartio

IToAMol ypapelokpartikol Beopol pe TOUG 0TOLOVG EIPAOTE AVOYKOGLE-
voL va acyoAnBoope kabiotovv dvokoin T (wn xwplg TNAEP®VO: V-
yetovopkt) epiBod ), tpomelikég cvvalloyég kA H emicowvovia
HE TIG Ypopelokpartieg dev ypeldletal var elvail KPLILTOYPAPTUEVT), ETTO-
HEVWG Propeite va xproLpomolioeTe pia epappoyn Voice over Internet
Protocol (VoIP)'. Autd cag emitpémel vor TPAypoTomoLeite THAEPWVL-
KEG KANOELS PET® TOL ALadIkTOOL Kot O)L HECw TOPYWV KLVNTHG THAE-
pwviag. Onoladrmote epappoyr VoIP mov eivar Stabéon oe évay v-
moAoyloth eivot acVyypov emeldn dev kovdouvilel dGTav 0 LITOAOYL-
oTng elvar amevepyomotnpévog — Pacilecte ot Aettovpyion aLTOHO-
TOU TNAEQWVNTH YlO VO eLOTPEYeTe avamdvtnteg kAfoelg. Ta mapd-

*anarsec.guide/posts/grapheneos/#what-is-grapheneos

8

Operating system®*: Qubes OS has better security than
Tails for many use cases, but has a steeper learning curve and
no anti-forensic features. However, it is accessible enough for
journalists and other non-technical users. Basic knowledge of
using Linux is required — see Linux Essentials®’>. Qubes OS
can even run Windows programs such as Adobe InDesign,
but much more securely than a standard Windows computer.
See Qubes OS for Anarchists®.

See When to Use Tails vs. Qubes OS*’. We do not offer “harm
reduction” advice for Windows or macOS computers, as this is already
widespread and gives a false sense of privacy and security.

Encrypted Messaging

See Encrypted Messaging for Anarchists*
Storing Electronic Devices

See Make Your Electronics Tamper-Evident®.

Hapapnpo: FAwccdapt

Asynchronous Communication

Unlike synchronous communication®’, both parties do not need to be
online at the same time. This relies on some sort of server to store

*anarsec.guide/posts/linux

*¢anarsec.guide/posts/qubes/
*’anarsec.guide/posts/qubes/#when-to-use-tails-vs-qubes-os
**anarsec.guide/posts/e2ee/

*anarsec.guide/posts/tamper/
**anarsec.guide/glossary/#synchronous-communication
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You may also be interested in the Threat Library’s “Digital Best

Practices”?.

Your Phone

Operating system®”: GrapheneOS is the only reasonably
secure choice for cell phones. See GrapheneOS for
Anarchists®®. If you decide to have a phone, treat it like an
“encrypted landline” and leave it at home when you are out
of the house. See Kill the Cop in Your Pocket®.

Your Computer

Operating system®’: Tails is unparalleled for sensitive
computer use (writing and sending communiques,
moderating a sketchy website, researching for actions,
reading articles that may be criminalized, etc.). Tails runs
from a USB drive and is designed with the anti-forensic
property of leaving no trace of your activity on your
computer, as well as forcing all Internet connections through
the Tor network®'. See Tails for Anarchists®” and Tails Best
Practices®.

**notrace.how/threat-library/mitigations/digital-best-practices.html
*’anarsec.guide/glossary#operating-system-os
**anarsec.guide/posts/grapheneos/
*anarsec.guide/posts/nophones/
*anarsec.guide/glossary#operating-system-os
*tanarsec.guide/glossary#tor-network

*?anarsec.guide/posts/tails/

**anarsec.guide/posts/tails-best/
**anarsec.guide/glossary#operating-system-os
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dewypa, pio v pecio Omwg to jmp.chat' cog divet évav aptBpd VolP,
TOV 070l0 pItopeite va TANpwoete o Bitcoin ko Tpaypatonoleite
KAfoelg xpnopomotdvtog po epappoyr) XMPP — to Cheogram?® Aet-
Tovpyel KaAd.

To VoIP cuvrifwg Aettovpyel yiox omolovdnmote éAeyxo TavToTnTOg d0-
o mapayovtov’ (2FA) xperdleote (Otav pio vinpeoio amontel vo Ad-
Bete évav tuyoio apBpd yia va cuvdebeite). O SadikTuvakol apiBpol
TNAEPOVOL™ elval pua GAAN emdoyr]. Av kol cuviBwg o akptPfd od
to VoIP, éva amoxAeiotikd flip phone 1) otabepd tnAépwvo Aettovpyei
eMioNG KOAG YO TNV TPAYHATOTTONGOT) KoL AT «YPOPELOKPATIKMOV»
KANoE®V ot TO OTITL, OTWG AVTES TTOV AVOPEPOVTAL TTAPATAV®.

Emuxowovia

To va pnv kovPadate To TNAEPWVO TAVTOL aaTel PLot XAACYT) GTOV

TPOTTO OV KOLVWVLIKOTIOLELGTE, av éxete 1101 maotel oo diytv'. To va
npooTaboltpe GKOTIA VAL EACYLGTOTTOL{GOVHE T SLapecoAAPnon TV
o0Bovev oTIg oXEoELg Pag elval EVag TTOADTIHOG GTOXO0G atd HOVOG TOV.

H xprion evog “kpuntoypaenpévouv otabepol tnAe@dvou” yio tnv
TPOLYHATOTOINGT] THAEPWVIKOV KANGEWV KoL VOGS VITOAOYLOTH Yl
KPUTTTOYPOPTILEVAL PIVOHATOL LOG ETTLTPETIEL VO OTTOQYUYOVHE TNV OLTE-
AelwTn por) eld0TOLCEWV GE [lLa GLCKELT] TTOL elvat TavTa TPosPact-

pn.

O ¢xave oe OAOLG PHOG KOAO Vo plEovple [a GKANPT] HOTIX 0TI HOVO-
KOAALEPYELX TV OHAdLKOV GUVOpLALOV Signal ov éyouvv avtikarto-
OTNOEL TIG TTPOOWITO e TPOCKITO GUVAVTIOELG GE OPLOUEVA HEPT] TOV
aVOPYLKOD XOpov. AvTH 1) GOAANYT TG 0pYAVWOTG TV OXECEWY aTd
TNV KOLATOUpX Twv smartphones pog avaykadel oe plo aTeAelwTn oL-
VAVTN o 7oL eiva oXeTIKG e0KOAO var emiLTn pnOet.

*kicksecure.com/wiki/
Mobile_Phone_Security#Phone_Number_Registration_Unlinked_to_SIM_Card

*cheogram.com/

**anonymousplanet.org/guide. html#online-phone-number

theanarchistlibrary.org/library/return-fire-vol-4-supplement-caught-in-the-net
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TovUtov AexBévTog, 1) KpLTTTOYPAPNHEVT] ETTLKOLVOVIA PHITOPEL v elvat
XPNOLUN YLt TOV OPLOPO NHEPOUNVIAG KOL PG CLVAVTNGNG 1) Yiot €p-
you tov potpalovtol oe peyaeg amootdoels. Aeite o Encrypted
Messaging for Anarchists®® yia Stpopeg emihoyég katdAANAeg yia -
vo avapytkd povtédo amelAng’.

KAMoeig éktakTng avaykng

‘Evag mepaotikdg 61o dpopo Ba cag daveioel oL v To TNAEPWVO TOL
yla va kévete pua emteiyovoo kKAjon edv Tou meite 0Tl To S1kd cag £xel
Eepetvel amd pratapio. Ta va AapPavete kKANoELg EKTOKTNG AVAYKNGC,
e&v dev HITOPODV VI ETKOLVOVIGOLV pall 6OG OTTWG TEPLYPAPETAL TTOL-
POTTAV®, PITOPOVLE VO CTAPXTHOOVHE 0 Vg ot TO GTTiTL TOL GAAOL 1)
Vo Kovovicoupe ek Twv tpotépwv check-in péow kpumtoypapnpévov
pnvopatov. oo cevaplo ortattobv Tpaypotikd vo eiote diadécipol
yo va AdPete ot KAon av TAoo GTLYHN); AV aUTA LTTAPYOLY TPOLY-
patiké otn {wn oog, propeite va opyavwbeite yopw toug ywpig va
mpoPaAdete auth TNV emelyovoa avéykn e OAOVG TOLG AAAOVG TOHELG
KOl GTLYHEG.

Odnvyieg

AyophoTe Evav XAPTLVO XAPTT TNG TEPLOXNG GG KoL PEPTE TOV Hall
oo o peyodttepeg Stadpopég 1) Sadpopég dmov yperdlecte odnyi-
&G, xpnotpomolnote to OpenStreetMap® yio va TIG GNHELOCETE €K TWV
TPOTEPWV.

Movock1] ko podcast

E&axolovBovv va k&vovv MP3 players! T'io ToA0 yapnAdtepn i,
propeite va mai&ete povoikn ko podceast, aAA& 1 cvokevr] dev Srabé-
tel GPS 1 padiopwvikd vALKd. Qotdc0, avTd dev onpaivel OTL dev pro-
peite va evtomicete yewypagikd omtd évo MP3 player. E&v cuvdéeton

*anarsec.guide/posts/e2ee/
Yopenstreetmap.org/
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@opeTikd kOopo; Kot av Sev pmmopoipe kav var A coupe yio évay G-
A0 KOGHO, TOG PLITOPOVHE VO TOV PTAGOVHE;

H éyeon emcovovia peto€d avtdvopmy atopwy eivoe n Boor kéde
KoLvNg eEéyepomg, elval To onpeio EKKIVIIONG KOLV®OV OVELPOV KOlL KOL-
VOV ayOVeV. Xwplc adlapecoAdfnTn emkovovia, €vog ayovoag eve-
VT 6€ QUTOV TOV KOGHO Ko Yo TNV edevBepia elvor advvarog. Ag Ee-
@optwhovpe Aowdv ta smartphones xai ag cuvavtnBodpe TpdcwITO
He mpOowmo ot pa eEéyepon evavtiov avtod Tov kOopov! Ag yivoupe
ave€éleyktol!

aro athens.indymedia.org™

IHapaptnpa: Ipotaoeig

As anarchists, we must defend ourselves against police and
intelligence agencies that conduct targeted digital surveillance® for
the purposes of incrimination® and network mapping®*. Our goal is to
obscure the State’s visibility into our lives and projects. Our
recommendations are intended for all anarchists, and they are
accompanied by guides to put the advice into practice.

We agree with the conclusion of an overview of targeted surveillance
measures in France®: “So let’s be clear about our responsibilities: if we
knowingly bring a networked device equipped with a microphone
and/or a camera (cell phone, baby monitor, computer, car GPS,
networked watch, etc.) close to a conversation in which “private or
confidential words are spoken” and must remain so, even if it’s
switched off, we become a potential state informer..”

*tathens.indymedia.org/post/1631201
*notrace.how/threat-library/techniques/targeted-digital-surveillance. html
*notrace.how/threat-library/tactics/incrimination.html
**notrace.how/threat-library/techniques/network-mapping.html

»actforfree.noblogs.org/post/2023/07/24/number-of-the-day-89502-preventive-
surveillance-measures-france/
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yvwpilouv oL kuPepviTeg Yo Ta TTOipVLA TOVG, TOGO KaAbTEpPA pITO-
POV VOL TAL KLPLOPYTICOUV — HE AUTH TV £VVOLA, 1) TEXVOAOYIO 0TO G-
VOAO NG elvan éva Loxvpd epyareio eAéyyou yia va tpoPAéPet ko é-
ol vo aroTpéPel Tovg avBpodIToug atd To vor evwbolv Yl vo emite-
Bolv oe awTd TOL TOLG KATOTTLECEL.

Avtd T smartphone gaiveton vo ypetdlovtol Alyo meplocotepo amd
Alyn nAextpur] evépyeta... X yevid Hog, 1) 0Tolot TOVAKXLETOV YV&-
ptle évav kOGO Ywpig smartphones, propel va vitdpyovv okOpo pept-
Kol GvBpwmot mov kKataAafaivouy yio TL Tpaypa A&, TTov e€oko-
AovBolv va EEpouv TTAG elval va EXELS Lo cLTNTNOT XWPLG VA KOLTAG
0 TNAEPWVO TOUg K&be TpLAVTA SeLTEPOAETTA, VO X AVETOL KL VOL O
VOKOADTITELG VEO PHEPT) e aUTOV TOV TPOTTO 1} VA cLTNTAG KATL XWPig
Vo peTag apécwng tnv Google yio tnv amdvinor. AAAG dev B va &-
ToTPEYw oTo TopeABov, Taporo mov dev B tav duvatd 0VTWG 1)
AAAWG, ALK 0G0 TepLocdTEPO 1) TeXVoroyia dietaddel otn {wn pog,
660 710 dVoKoAO YiveTan va TV kataotpéPoupe. Ti yivetal av eipo-
ote pio oo TIg TEAEVTOUEG YEVLEG TTOV PITOPODY VAL GTOHATIIGOVY XUTH
Vv eEEMEN TV avBpOTWV o€ TANPWG eAEYXOHEV POUTTOT;

Kou 11 yivetal av xémowa otiypr] dev Itopécoupe Vo AvTLOTPEPOULLE
avth Tnv e€EMEn; H avBpomdtnTa éxel pThoeL o€ éva LoTOPLKA VEO
otdio pe v texvoloyio. Eva otddio 6mov eivon oe Oéon va expnde-
vioel OAN v avBpdmivy {wn (TupnVIKT eVEPYELR) 1) VAL TNV TPOTTOTOL-
foet (yevetikr tpomomoinomn). To yeyovdg avtd vmoypoppilet yioo dAAn
ML @Opa TNV avayKr) va SpAoovpe CHHEPX YLK VAL KATAGTPEYOUHE oLv-
Vv TNV Kowwvia. o var yivel outo, Tpémel Vo GLVAVTIIGOVHE GAAOLG
avOpOITOLG KoL VoL ETTIKOLVWVIGOUVHE TLG LOEEC HOG.

Aev givon tpogavég 6TL ov avti var pidde peTal PaG, EMKOLVOVOUHE
HOVO O€ UNVOHATA TV TEVTE TPOTAoEWY 1} AlyoTepo, Ba vTdpEouv po-
kponpoBeopeg emntwoelg; [Ipogavag oxt. IIpota ar "6Aa, o TpdmTog
IOV OKEPTOPAOTE TN PEALEL TOV TPOTTO TTOL HLAGYLE KO AVTIGTPOPA - O
TPOTOG OV HIAGYLE KOl ETTLKOLVWVOUE ennpedlel TOV TPOTO TOL OKe-
QTOpaOTE. AV PITOPOVLE VO AVTAAAACCOUE HOVO TAL TTLO CUVTOHQ KO
GUVOTITIK UNVOHOTA, TTOG HTOPOVHE VoL LAGHLE YLt Evay eVTEAWG dlo-
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oe Wi-Fi, n xatd mtpocéyyion tomobecia Tng cUGKELHG AVOTTOPOY®-
y1ig MP3 popei va tpocdropiotet otd tn SievBuvor IP e

Iapappa: Evaviia 61o
smartphone

aré Fernweh (#24)%°

Eivou mavta pali pog, mavta evepyo, aveEaptnto amod to mov Ppiokod-
HooTe 1) TL KAVOoUpe. Mag KpaTd eVIjEPOLS YL TO TTAVTA KL YlO O-
AOUG: TL KAVOULV OL PLAOL POG, TTOTE PEVYEL TO ETOHEVO HETPO KO TTOG
B elva 0 kapog avplo. Mag ppovtilel, pog Eumvael To Tpwi, Pog v-
mevOupilel onpovTikd pavtefol kot TAVTA paG aKoveL. ZEPEL T T~
VIO Yo EPAG, TTOTE TN YALVOUHE Yo DTTVO, IOV EIPOOTE KOl TTOTE, e
TTOLOVG ETLKOLVWVOVHE, TTOLOL £ivat OL KAADTEPOL PIAOL HOG, TL HOVOLKT
aKoVpe koL ol elvor T YOt pog. Kot To povo mov {ntéel eivan Alyo
NAekTpLKd pevpa O Ko Tov;

Ortav meproatdw o pLo eploxt] § Toipve to petpd, to PAETW oxeddv
o€ OAovg, KoL Kavelg dev purmopel va avté€el TeplocOTEPO ATTO PHEPLKL
devtepOdenTa YwpPIg va TLAGEL HaVIwd®G TNV TGETT TOL: TO KLVNTO
Byaivel, éva pvopoa otédvetal, éva email eAéyyetal, pia pwtoypopia
apéoet. To B&lovpe oAl otV &icpn, Eva cOVTOHO SLdAeppa, KaL va
"HooTe TAAL, EePUANLOVTOG TIG OTHEPLVEG ELOT|OELG KAl TOEKAPOVTAG
TL kGvouv OAoL oL pidot...

Eivow 0 oOvtpo@dg pag 6tav eipocte 6TV ToVoAETO, 6T SOLAELA 1)
o0To o)oAeio koL TPoPavag Ponbd otnv KatamoAépunon g TANENG &-
VO TePLEVOULpE 1) epyalopacte K.AT. Eival iowg avtdg évag armd Toug
AOYOUG yla TNV eMmLTUY I OAWV AUTOV TWV TEXVOAOYLKOV GLGKEVQDV, O-
TL 1) Tpaypatiky {wh elvor TO60 Popeth kaL HovaTovT oL PHEPLKA Te-
TPOYWVIKG ekaTooTd 000VNG elvan oxeddv TAVTH O GUVOPTOGTIKGE
a6 ToV KOGHO Kot Toug avBpwmoug Yopw pog; Eivon oav eBiopog (ot

*fernweh.noblogs.org/texte/24-ausgabe/gegen-das-smartphone/
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GvBpwoL £Youv oiyoupa GUIITTOUATE GTEPNOTG...) 1] £XEL YIVEL AKOUN
KO HEPOG TOL OOUATOC pag; Xwpig avtd, dev EEpovpe TAEOV TOG va
TPOCAVATOALGTOVHE Kot VicBovupe 6Tt kK&l Aeine; Emopévwg, dev eivat
Aéov povo Eva epyakeio 1) éva ayvidt, oAAG Eva HEPOG OGS TTOL ot-
okel emiong évav oplopévo éleyyo Tavw HOG, GTOV 0TT0L0 TTPOCAPHO-
Covpe, yor TopadeLypa, vou v QUYETE 0T TO GITITL PEYPL VO POPTL-
otel TANpwg 1 pratapio; Eivo to smartphone to mporto frjpa yix va
Bolwaoel T ypoppr petafd avBpdmov kol poptoT;

Ortav BAémovpe TL TPOPNTELOLY TEXVOKPATEG OAWV TV e18MV (YuaAidk
Google, epputevpéva ToLT KAL), aivetal oxedov ooy vor 08eDOVHE
TPOG TO va yivoupe cyborgs, avBpwrol pe epputevpéva smartphones
IOV eAEYXOVLHE W TV okéPedV pag (LéxpL va eleyyBolv TeAkd ot
idieg ot oxéYelg pog). Aev mpoxael EKTANEN TO YeYovog OTL T péca
HOCLIKTG EVIIEPWOTNG, OL EKTPOCWITOL TNG Kuplapylag, pog deiyvouv
povo Tig BeTucég mTuxég avThG TNG eEEMENG, QAL elval cUYKAOVIOTLKO
TO YeYyovog OTL eSOV kawvelg dev appioPntel avtr v dmoymn. Eivou i-
oWG TO TT10 TPEAD Gvelpo kdbe kuPepvritn: va ptopel va apoakolovbet
TIg okéPelg Kot TIg TPaéelg Tov kKabevog avd Thoa GTLYPN KOL VO TTO-
pepPaivel apécwg oe TePINTWOT 0molsdnote dxtapoyng. ATOALTH
EAEYYOHEVEG KOUL ETTLTNPOVHEVES EPYUTIKEG HEALOGEG TTOV TOUG ETLTPE-
meton vo Saeokeddlovy (erkovikd) wg avtopolPr, eved kdutotot Aiyol
kepdilouv.

Me 115 TephoTieg moooTNTEG dedopévv TTov eival TALOoV TOGO Gpeca
SraBéoipeg outd omolovdnmote kat amd 6AOVG 0oL TOTE GTLYHY TNG
NHEPOG, O KOLVWVLKOG EAEYXOG KOL 1) ETTLTI)PTOT) £XOUVV EMONG PTACEL
o€ éva eVTEA®G VEO emimedo. AvTO TP Tyaivel TOAD TEPA ATTO TNV
ToPOKOAOVONGT KLVITOV THAEPOVOVY 1] TO KOGKIVIGHA HNVUUATOVY (0-
WG KOTA T didprela Twv Tapoydv Tov 2011 oto Hvwpévo Baoiiero).
Me mpdcPaon oe évav amicTELTO OYKO TANPOPOPLOV, OL LTTNPECieg
TANPOPOPLOV elval oe Béom va opioouv TL elval «puoLoloylkd». Mio-
pobV va kaBopicovv moleg Tomobecieg eival «puUGLOAOYLKEG» YLar eHAC,
TOLEG ETTOPEG Elval «PLOLOAOYLKES» K.AT. Ev 0Aiyolg, popoiv ypriyo-
po vou SLTTLO TG OLY KAl oXESOV G TPAYHATIKO XpOvo edv oL GvBpw-
TTOL WTOKALVOUV QIO TNV «KOVOVLKT» GUUITEPLPOPA TOLG. AT Sivel o¢
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HepLkoLg avBpdmoug TephaTtia dOvaun, 1) ooia xproylomroteitor 6mo-
TE VITAPYEL 1) evKaLpia va emweeAnBovy artd avtr] 1 dbvopn (dnAadn
va Tapoakorovbodv Tovg avBpdmoug).

H teyvoloyia eivar pépog tng e€ovaoiag, tpoépyetal ad tnv e€ovoia
Kot yperdletan eEovoio. Xperdleton £vag kOGHOG aTOV 0moio oL &vBpw-
7oL €Y0oLV akpain eEovoia Y Vo KATaoTel SUVaTH 1 TOPAYWYT) KATL
oav to smartphone. OAn n texvoloyia eivou poidv Tov oNpEPLYOD Ka-
TATTLEGTIKOV KOOHOV, elval péPog Tov Kot Bat Tov evioyoel. XTov onpe-
po kOGO, Timota dev eiva ovdétepo. MéxpL orjpepa, dAa doa £xovv
avantuyBel 1} avamtdcoovTal EXouV oXeSLACTEL Y VO emtekTEIVOUY
Tov éAeyyo kol va kepdicouvv yprpata. [ToAAég amd TIg Kouvotopieg
TV TeEAevTainy dexaeTiodv (0mwg To GPS, n mupnviky evépyela 1) to
SradikTvo) mpoépyovtal axdpn kot amevbeiog amd tov otpatd. Tig me-
pLocoTepeg POPEG ALTEG OL VO TTUXEG TTAve XEPL-XEPL, XAAK 1) «EVTLE-
pia g avBpwmotnTag» oiyovpa dev amotedel kivinTpo, eldikd dOTOV
QVATTTOGCETAL OUTTO TOV GTPATO.

Towg maipvovtag To Topddelypo TnG apXLTEKTOVIKNG HITOPEL Vor aeL-
Kovicel KaADTePO KATL TOGO TTEPITTAOKO 000 1) TEXVOAOYio: oG ToPOULpLe
o ABELa KO EYKOTAAEAELUHIEVT) QUAOKT], TL TTPETTEL VOL YLVEL PE QUTT] TN
dopn extdG atd To va TNV ykpepioovpe; H idia ) apyitextovikr tov, ot
TolYOL TOV, T! TAPATNPNTHPLX TOV, T KEALX TOV, TEPLEXOLV 1)1 TOV
0KOTTO ALTOV TOL KTLPLOL: VO PLACKIGEL TOLG AVOPHOITOVG KL VXL TOUG
kotootpéPel Yuyoloytkd. Oa rjtov adbvaro yio péva va {fow exel, -
A& emeldn) o ktiplo eivon kotomtieotikd. Eival to 8o pe OAeg Tig Te-
XVOAOYLEG TOV OTHEPO TTOV HAG TAPOVTLALOVTAL WG TTPO0SOG KAl WG
KATL IOV Kavel TN {wn) evKoAOTEpT). ZxeddoTnKav pe TNV Tpodecn va
Bydhovv ypripoata ko vo pog eAéyEovv, kat évta Bo to pépouv autd.
AveEdptnTo otd 1o oo vIToTIOEpEV 0PENT) GaG TTPOCPEPEL TO
smartphone cag, 6ot TAovtifovv cLAAEYovVTaC T Sedopéva Gag Kal
nopakorovfdvtag cag Bo eTwEeAOVVTOL TAVTX TEPLGGOTEPO ATTO €-
4G,

Av oto moperBoOv AeyoTaw OTL «1) YOO eival dOvaun», oripHepa Tpé-
meL va elmwBel 6TL «1 TANpogopia eivon Svvopun». Oco meplocdTepa
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